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INTRODUCTION

I, the Chairperson, Standing Committee on Communications and Information
Technology (2021-22), having been authorized by the Committee do present the
Twenty-sixth Report on ‘Suspension of telecom services/internet and its impact’

relating to the Ministry of Communications (Department of Telecommunications).

2. The Standing Committee on Information Technology (2019-20) selected this
subject for detailed examination and report to the Parliament. The examination of the
subject, however, could not be completed during 2019-20. Keeping in view the
importance of the subject and the need for wider consultation, the Committee
re-selected the subject for further examination and report during 2020-21. The
Report though finalized could not be considered by the Committee during the year
2020-21 due to expiry of the term of the Committee. The Committee, therefore,
selected the subject once again during 2021-22 for its adoption and presentation to

the House.

3. The representatives of the Ministry of Communications (Department of
Telecommunications) briefed the Committee on the subject on 11™ August, 2020.
The Committee took evidence of the representatives of the Ministry of
Communications (Department of Telecommunications), the Ministry of Home Affairs,
the State Government of Bihar and the Union Territory of NCT of Delhi on
16™ October, 2020. The Committee took conclusive evidence of the representatives
of the Ministry of Communications (Department of Telecommunications) and the
Ministry of Home Affairs on 25" November, 2020.

4, The Committee at their sitting held on 16" November, 2021 considered and

adopted the Report.

5. The Committee wish to express their thanks to the representatives of the
Ministry of Communications (Department of Telecommunications), the Ministry of
Home Affairs, the State Government of Bihar and the U.T. of NCT of Delhi for
tendering evidence before the Committee and also for furnishing written information

in connection with examination of the subject. The Committee also wish to express

(v)



their thanks to the State Government of Kerala and U.T. of J&K for furnishing

valuable input in writing which was of great help in the examination of the subject.

6. The Committee also place on record their appreciation for the invaluable
assistance rendered by the officials of Lok Sabha Secretariat attached to the

Committee.

7. For facility of reference and convenience the Observations/Recommendations
of the Committee have been printed in bold in Part-1l of the Report.

New Delhi; DR. SHASHI THAROOR,
29 November, 2021 Chairperson,
8 Agrahayana, 1943 (Saka) Standing Committee on Communications and

Information Technology.
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Part-I

Narration Analysis

Introductory

The Department of Telecommunications (DoT) is inter-alia responsible for
Telecom Policy; Licensing and Co-ordination matters relating to telegraph,
telephones, telecom wireless data; international co-operation in matters connected
with telecommunications; and promotion of private investment in the sector. DoT is
also responsible for frequency management in the field of radio communication in
close co-ordination with the international bodies. DoT enforces wireless regulatory

measures by monitoring wireless transmission of the users in the country.

2. The Central Government grants licenses under the provisions of Section 4 of
Indian Telegraph Act, 1885 for various types of telecom services including Access
Services, Internet Services, etc. The Access Services cover collection, carriage,
transmission and delivery of voice and/or non-voice messages over Licensee’s
network in the designated service area and includes mobile, wireline & internet
services. Internet Service Provider can provide data services. A copy of Indian

Telegraph Act, 1885 is attached as Annexure-l.

Legal provision empowering the Government to restrict Telecom services

3. Section 5 of Indian Telegraph Act, 1885 empowers Government to take
possession of licensed telegraphs, to order interception of messages and issue
instructions for not transmitting the message. The “message” means any
communication sent by telegraph, or given to a telegraph officer or to be delivered.
The provision reads as under:

(1) On the occurrence of any public emergency, or in the interest of the public
safety, the Central Government or a State Government or any officer specially
authorized in this behalf by the Central Government or a State Government
may, if satisfied that it is necessary or expedient so to do, take temporary
possession (for so long as the public emergency exists or the interest of the
public safety requires the taking of such action) of any telegraph established,
maintained or worked by any person licensed under this Act.



4.

(2) On the occurrence of any public emergency, or in the interest of the public

safety, the Central Government or a State Government or any officer specially
authorized in this behalf by the Central Government or a State Government
may, if satisfied that it is necessary or expedient so to do in the interests of
the sovereignty and integrity of India, the security of the State, friendly
relations with foreign States or public order or for preventing incitement to the
commission of an offence, for reasons to be recorded in writing, by order,
direct that any message or class of messages to or from any person or class
of persons, or relating to any particular subject, brought for transmission by or
transmitted or received by any telegraph, shall not be transmitted, or shall be
intercepted or detained, or shall be disclosed to the Government making the
order or an officer thereof mentioned in the order:

Provided that press messages intended to be published in India of
correspondents accredited to the Central Government or a State Government
shall not be intercepted or detained, unless their transmission has been
prohibited under this sub-section.

Under clause 10.1(ii) of Unified License Agreement, the Licensor reserves the

right to suspend the operation of License/Service Authorization in whole or in part, at

any time, if, in the opinion of the Licensor, it is necessary or expedient to do so in

public interest or in the interest of the security of the State or for the proper conduct

of the Telegraph. A copy of said clause is attached as Annexure-Il.

5.

Section 7 of Indian Telegraph Act, 1885 empowers the Central Government

to make rules for the conduct of telegraphs as under:

6.

“The Central Government may, from time to time, by notification in the
Official Gazette, make rules consistent with this Act for the conduct of all
or any telegraphs established, maintained or worked by the Government
or by persons licensed under this Act.”

Temporary Suspension of Telecom Services (Public Emergency and
Public Safety Rules, 2017)

In order to streamline the process of Telecom shutdowns in the country and in

pursuance to the provisions contained in Section 5 of the Indian Telegraph Act 1885,

the Temporary Suspension of Telecom Services (Public Emergency & Public Safety)

2



Rules, 2017 were notified vide Gazette Notification No. G.S.R. 998 (E) dated

7" August, 2017. A copy of notified rules is attached as Annexure-lIl.

7. The Salient features of these Rules are as under:

e Orders of temporary suspension of telecom services are to be issued by
Union/State Home Secretary only. For emergent cases, Joint Secretary
Level officer can issue order subject to confirmation from Competent
Authority within 24 hours. If no confirmation is received from Competent
Authority within 24 hours, then such orders cease to exist.

e Orders contain reasons for such directions and are to be forwarded to
Review Committee latest by next working day.

e Directions of suspension to Telecom Service Provider have to be
conveyed by an officer not below the rank of Superintendent of Police or
equivalent rank.

e Review Committee has to meet within five days of issue of directions for
suspension of services due to public emergency or public safety and
record its findings whether the directions of suspension issued under the
Rules are in accordance with the provisions of sub-section (2) of Section 5
of the Indian Telegraph Act, 1885.

8. When the Committee desired to know whether the Government at any point
of time has resorted to Section 5 of the Indian Telegraph Act, the Department in their
written submission stated that police and public orders are State subjects as per the
Constitution and State Governments are responsible for prevention, detection and

investigation of crimes through their law enforcement agencies.

9. The Department further informed that in temporary shutdown of internet
services in the region, only internet/data services are suspended temporarily and
other communications modes/services like voice calling and Short Message Service
(SMS) remain available during the suspension period of internet services through
which people in the region can communicate. On 28.09.2018, the Chief Secretaries

of all States have been requested to sensitize the concerned officials/agencies



against perceptible actions leading to shutting down of internet services etc. and

also to ensure that provisions of Suspension Rules 2017 are strictly followed.

V.

10.

Supreme Court Observation and Judgement on Suspension of Telecom
Services

In the case of Anuradha Bhasin Vs. Uol (WP No. 1031/2019) and Ghulam

Nabi Azad Vs. Uol and Anr (WP No. 1164/2019), the Hon’ble Supreme Court vide its

order dated 10 January 2020 made following observation:

11.

“28. None of the counsels have argued for declaring the right to access
the internet as a fundamental right and therefore we are not expressing
any view on the same. We are confining ourselves to declaring that the
right to freedom of speech and expression under Article 19(1)(a), and the
right to carry on any trade or business under 19(1)(g), using the medium
of internet is constitutionally protected.”

Hon’ble Supreme Court in its judgment dated 10.01.2020 in the said petitions

apropos to the internet restrictions, inter-alia, directed as under:

The Respondent State/competent authorities are directed to publish all orders
in force and any future orders under Section 144, Cr.P.C and for suspension
of telecom services, including internet, to enable the affected persons to
challenge it before the High Court or appropriate forum.

We declare that the freedom of speech and expression and the freedom to
practice any profession or carry on any trade, business or occupation over the
medium of internet enjoys constitutional protection under Article
19(1)(a) and Article 19(1)(g). The restriction upon such fundamental rights
should be in consonance with the mandate under Article 19 (2) and (6) of the
Constitution, inclusive of the test of proportionality.

An order suspending internet services indefinitely is impermissible under the
Temporary Suspension of Telecom Services (Public Emergency or Public
Service) Rules, 2017. Suspension can be utilized for temporary duration only.

Any order suspending internet issued under the Suspension Rules, must
adhere to the principle of proportionality and must not extend beyond
necessary duration.


https://indiankanoon.org/doc/1158685/
https://indiankanoon.org/doc/1233094/
https://indiankanoon.org/doc/1378441/
https://indiankanoon.org/doc/1378441/
https://indiankanoon.org/doc/935769/
https://indiankanoon.org/doc/493243/
https://indiankanoon.org/doc/19636/

e Any order suspending internet under the Suspension Rules is subject to
judicial review based on the parameters set out herein.

e The existing Suspension Rules neither provide for a periodic review nor a
time limitation for an order issued under the Suspension Rules. Till this gap is
filled, we direct that the Review Committee constituted under Rule 2(5) of the
Suspension Rules must conduct a periodic review within seven working days
of the previous review, in terms of the requirements under Rule 2(6).

e We direct the respondent State/competent authorities to review all orders
suspending internet services forthwith.

e Orders not in accordance with the law laid down above, must be revoked.
Further, in future, if there is a necessity to pass fresh orders, the law laid
down herein must be followed.

¢ In any case, the State/concerned authorities are directed to consider forthwith
allowing government websites, localized/limited e-banking facilities, hospitals
services and other essential services, in those regions, wherein the internet
services are not likely to be restored immediately.

12.  Copy of the relevant portions of the Hon’ble Supreme Court Judgement is

attached as Annexure —1V.

Amendments to Telecom Suspension Rules

13.  Inthe light of the Hon’ble Supreme Court judgment and in consultation with all
stakeholders, Temporary Suspension of Telecom Services (Public Emergency &
Public Safety) Rules, 2017 has been amended vide Gazette Notification dated
10.11.2020 and has been issued by DoT vide O.M dated 10.11.2020. It is
envisaged that any suspension order issued under these rules shall not be in
operation for more than fifteen days, all such orders be published to enable the
affected persons to challenge it before the High Court or appropriate forum and the
order must adhere to the principle of proportionality. The Gazette Notification issued
by DoT dated 10.11.2020 is attached as Annexure-V.



VL.

Grounds for Suspension of Telecom Services

14. Telecom shutdown is governed as per Temporary Suspension of Telecom
Services (Public Emergency & Public Safety) Rules, 2017. Section 5(2) of the Indian
Telegraph Act, 1885 stipulates that “messages” shall not be transmitted on the

occurrence of any public emergency, or in the interest of the public safety.

15.  Both DoT and MHA submitted before the Committee that ‘Public Emergency’
and ‘Public Safety’ are the two grounds on which internet shutdown can be ordered.
Secretary, DoT, also submitted during evidence that any suspension which is done,

is for public order or for reasons of law and order and public safety.

16. In this background, the Committee desired to know as to whether any
parameters have been laid down to define ‘Public Emergency’ and ‘Public Safety’
and what constitutes ‘Public Emergency’ and ‘Public Safety’ according to DoT/MHA.
The Department through their written submission informed the Committee that the
parameters have been laid down in section 5(2) of the Indian Telegraph Act, 1885

which reads as under:

“On the occurrence of any public emergency, or in the interest of the public
safety, the Central Government or a State Government or any officer specially
authorised in this behalf by the Central Government or a State Government
may, if satisfied that it is necessary or expedient so to do in the interests of
the sovereignty and integrity of India, the security of the State, friendly
relations with foreign states or public order or for preventing incitement to the
commission of an offence, for reasons to be recorded in writing, by order,
direct that any message or class of messages to or from any person or class
of persons, or relating to any particular subject, brought for transmission by or
transmitted or received by any telegraph, shall not be transmitted, or shall be
intercepted or detained, or shall be disclosed to the Government making the
order or an officer thereof mentioned in the order:

Provided that the press messages intended to be published in India of
correspondents accredited to the Central Government or a State Government
shall not be intercepted or detained, unless their transmission has been
prohibited under this sub-section.”



17.  MHA further clarified that the expression public emergency, has not been
defined in the statute, but contours broadly delineating its scope and features are
discernible from the section which has to be read as a whole. In Anuradha Bhasin
vs. Union of India on 10" January, 2020 order, Supreme Court mentioned the case
of Hukam Chand Shyam Lal vs. Union of India, (1976) 2 SCC 128, a four-Judge
Bench of Supreme Court which interpreted Section 5 of the Telegraph Act and
observed in sub-section (1) the phrase ‘occurrence of any public emergency’ is
connected with and is immediately followed by the phrase “or in the interests of the
public safety”. These two phrases appear to take colour from each other. In the first
part of sub-section (2) those two phrases again occur in association with each other,
and the context further clarifies with amplification that a “public emergency” within
the contemplation of this section is one which raises problems concerning the
interest of the public safety, the sovereignty and integrity of India, the security of the
State, friendly relations with foreign States or public order or the prevention of
incitement to the commission of an offence. It is in the context of these matters that
the appropriate authority has to form an opinion with regard to the occurrence of a

public emergency with a view to taking further action under this section.

18.  Asked as to whether the parameters have been laid down to decide the merit
or justness of the telecom/internet shutdowns and whether it will not be better if an
independent or impartial body decides the merit or justness of the shutdown, instead
of letting Executive alone to decide, the Department submitted that in Rule 6 of
Temporary Suspension of Telecom Services (Public Emergency & Public Safety)
Rules, 2017, it has been specified that the Review committee shall record its finding
whether the directions issued for the suspension of telecom services are in
accordance with the provisions of section 5(2) of the Indian Telegraph Act,1885. The
Review Committees as specified under Rule 5 of the Temporary Suspension of
Telecom Services (Public Emergency & Public Safety) Rules, 2017are independent

and impartial.



19. The Committee wanted to know the number of occasions when internet
shutdown has been invoked on reasons other than ‘Public Emergency’ and ‘Public
Safety’. To this, the Department informed that they do not maintain any records
related to internet shutdown. Parameters for Public Emergency and Public Safety

have been laid down in section 5(2) of the Indian Telegraph Act, 1885.

20. The Ministry of Home Affairs informed that they have issued directions for the
suspension twice in December, 2019 due to Public Emergency and Public Safety as

per Temporary Suspension of Telecom Services (Amendment) Rules, 2020.

21.  On the need to properly define the term ‘Public Emergency’ and ‘Public
Safety’, representative of MHA during evidence stated as under:

“Sir, these words occur in the Telegraph Act, which is administered by
DoT. So, in the definitions of that Act they will have to search whether
there are any explanations.”

VILI. Official Data on Internet Shutdown

22.  The Department in their initial submission of Background Note on the subject
informed the Committee that concerned State Governments are empowered to issue
orders for temporary suspension of internet services to maintain law and order in the
State or part thereof under the provisions contained in the Temporary Suspension of
Telecom Services (Public Emergency or Public Safety) Rules, 2017. Records related
to telecom services/internet shutdowns ordered by State Governments are not
maintained by Ministry of Home Affairs (MHA).

23. On being asked about the reasons for not maintaining records related to
telecom services/internet shutdowns ordered by the State Governments, the
Department have stated that police and public order are State subjects as per the
Constitution and States are responsible for prevention, detection and investigation of
crimes through their law enforcement machinery. Records related to internet

shutdowns ordered by State Governments are not maintained by DoT.



24. The Department have further informed the Committee that DoT/TRAI have
information related to the telecom services license service area-wise. DoT does not

maintain any information on State subjects.

25.  Secretary, DoT, during evidence submitted as under:

“As Central Government, we do not have a mechanism in which we review
as to how many States have given such orders, what were the details
given, what were the reasons etc. Sir, essentially Police and Public Order
are State Subjects. So, whether they would be enthusiastic about sharing
this information, we can explore this.”

26. Elaborating on the issue, representative of MHA during the sitting stated as
under:

..... xxXxxx...we have a National Crime Records Bureau which collects
information on certain aspects of crime. Communal riots is one of them.
That information is collected on a regular basis. It is published on a regular
basis. Our view at the moment is that the suspension of internet for
purposes of public order, etc. does not actually come under the ambit of
crimes. So, this is not within the present purview of the NCRB. At the
moment, there is no proposal in MHA at least to collect this information at a
central level.”
27. When the Committee desired information on total number of internet and
telecom shutdown decisions in last two years, the Government of NCT, Delhi
informed the Committee that no decisions have been taken by Govt. of NCT of Delhi
in the last two years on shutting down internet and telecom services in Delhi. UT of
J&K in their written submission stated that since issuance of the directions by the
Hon’ble Supreme Court, a total of 93 orders, including 76 orders issued by the
competent authority to the effect of confirming the directions by the authorized
officers, have been issued. All these orders are in the public domain and can be

accessed on the official website of the Home Department.



VIIL.

28. State Government of Bihar submitted that as per records available with the
Home Department, between August, 2018 to 25 August, 2020 the Competent
Authority on the basis of report received from the concerned District Administration
has directed six times in three Districts to all Internet Services Providers (ISPs), that
any messages to or from any person or class of person relating to any subject or any
pictorial content through the social networking sites or application shall not be
transmitted. Government of Bihar has invoked this power only in extreme emergency

situations.

29. The representative of Bihar during his deposition before the Committee
informed that during the last two years, after September, 2018 there are only three
instances of suspension of internet services that has taken place in Bihar. One was
in the year 2018 and twice in 2019. On all these occasions it was 2-3 days initially,
which was extended by two more days. The maximum period was five days in a

district and on two occasions four days in a district.

30. On the issue of balancing between citizens’ rights and maintenance of public
order, the representative further submitted as under:

‘... xxxX....there is a definite trade-off between personal liberty, citizens’
rights, and maintenance of public order. It is a definite trade-off. If we
protect the citizens’ rights fully and, in all circumstances, then in certain
situations some steps that are being taken to control the adverse situation
will not be taken. In order to balance this trade-off and keep the
inconvenience to the minimum, we, in the Government of Bihar, are doing
two things. The shutdown of internet is kept to the minimum required
period, as | had submitted, of 4-5 days maximum on each of three
occasions during the last three years.

Secondly, on each occasion, it was within the District only and not outside
or not even bordering the District.”

Rules Governing Internet Shutdown in the Country

31. When asked how the rules relating to shutting down of telecom/internet
services have evolved in the country over a period of time, the Department have

replied that the Temporary Suspension of Telecom Services (Public Emergency &
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Public Safety) Rules, 2017 were notified vide Gazette Notification no. G.S.R. 998 (E)
dated 07th August, 2017. Amendment to the said Rules have been notified on
10.11.2020.

32. The Committee further enquired whether shutting down of telecom/internet
services is regulated under a single law/Rule or telecom/internet shutdown is
allowed under other rules like Section 144 of CrPC. To this query, the Department
have informed the Committee that telecom shutdown is governed as per Temporary

Suspension of Telecom Services (Public Emergency & Public Safety) Rules, 2017.

IX. Telecom Suspension under Section 144 Cr.P.C.

33. Hon’ble Supreme Court in its judgement dated 10" January, 2020 in the writ
petitions WP(C) 1031/2019 and 1164/2019 made the following directions:

e The Respondent State/competent authorities are directed to publish all orders
in force and any future orders under Section 144, Cr.P.C and for suspension
of telecom services, including internet, to enable the affected persons to
challenge it before the High Court or appropriate forum.

34. When the Committee desired to know whether under the Suspension of
Internet Rules there can be any separate suspension done under Section 144 of
Cr.P.C. The Telecom Rules issued in 2017 make no reference to Section 144. Now
suspension can be done without invoking Section 144 and Section 144 can be
invoked without suspension. To this, the Secretary, DoT, clarified during the sitting
as under:
“Sir, my understating is that prior to these Rules, recourse was taken to
Section 144 to do the suspension. But once the Rules have come, then the
suspension is done under these Rules.”
35. Asked as to whether in a volatile situation it is the SDM who under the rules
has an authority to order an internet shutdown or it is the Home Secretary who is the

only competent authority to order the shutdown, Secretary, DoT, clarified as under:

11


https://indiankanoon.org/doc/1158685/
https://indiankanoon.org/doc/1233094/

“Sir, the rules have specified that under such situations a Joint Secretary
level officer can order for a shutdown and within 24 hours the appropriate
authority has to approve it.”

36. Also asked whether the Central Government had empowered the State to
issue suspension order under CrPC 144, the Department have replied that telecom
shutdown is governed as per Temporary Suspension of Telecom Services (Public
Emergency & Public Safety) Rules, 2017.

37. To the same query, MHA have replied that they have not issued any such
order. However, Section 144, Cr.P.C. is one of the mechanisms that enable the
State to maintain public peace. It forms part of the Chapter in the Criminal Procedure
Code dealing with “Maintenance of Public Order and Tranquillity”. Section 144,
Cr.P.C. enables the State to take preventive measures to deal with imminent threats
to public peace. It enables the Magistrate to issue a mandatory order requiring
certain actions to be undertaken, or a prohibitory order restraining citizens from

doing certain things.

38. The Committee desired to know under what provision of Section 144 of the
CrPC can internet suspension be issued or whether internet shutdown can still be
ordered by District Magistrate under Section 144 of the CrPC given the fact that
under Suspension Rules 2017 orders of temporary suspension of telecom services
are to be issued by Union/State Home Secretary only. To this, DoT replied that they
have empowered the States to issue suspension orders for telecom services under
Temporary Suspension of Telecom Services (Public Emergency & Public Safety)
Rules, 2017.

39. On the number of cases where State Governments have used the powers
under Section 144 of Cr.P.C. to suspend telecom/internet services and whether
orders issued under Cr.P.C. are not in contravention of Suspension Rules, 2017, the

Department have replied that DoT do not maintain any records related to internet
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shutdown. DoT has empowered the States to issue suspension orders for telecom
services under Temporary Suspension of Telecom Services (Public Emergency &
Public Safety) Rules, 2017.

40. MHA have also replied that Union Home Secretary issues directions for
suspension of telecom services under Suspension of Telecom Services
(Amendment) Rules, 2020. Ministry of Home Affairs has also no information on the

number of internet shutdown done by the State under Section 144 of Cr.P.C.

41. As per Suspension Rules, orders of temporary suspension of telecom
services are to be issued by Union/State Home Secretary only. The Committee
desired to know as to whether proper procedures have been followed in all the
internet suspension orders and in how many occasions orders have been issued by
officers other than those permitted under the Rules. To this, the Department in their
written submission have stated that DoT do not maintain any records related to the
procedure followed in the internet shutdown. As per Rule 6 of the Temporary
Suspension of Telecom Services (Public Emergency & Public Safety) Rules, 2017,
the Review committee records its finding whether the directions issued for the
suspension are in accordance with the provisions of section 5(2) of the Indian
Telegraph Act,1885. Records related to orders not in accordance with the Rules may

be furnished from the concerned Review Committees.

42. To the same query, MHA have informed that directions of suspension of
telecom services were issued twice in the month of December, 2019 by Ministry of
Home Affairs with the approval of Union Home Secretary only as Competent

Authority under the Rule.
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Review Committee for reviewing the decision regarding suspension of
telecom services — Composition and Powers

Composition

43. One of the important requirements under the Temporary Suspension of
Telecom Services (Public Emergency and Public Safety) Rules, 2017 is that Review
Committee has to meet within five days of issue of directions for suspension of
services due to public emergency or public safety and record its findings whether the
directions of suspension issued under the Rules are in accordance with the

provisions of sub-section (2) of Section 5 of the Indian Telegraph Act, 1885.

44. The composition of Review Committee defined under the Rules are as
follows:

For Central Government
(a) Cabinet Secretary Chairman

(b) Secretary to the Government of India Member
In-charge, Legal Affairs

(c) Secretary to the Government, Member
Department of Telecommunications

For State Government
(@) Chief Secretary Chairman

(b) Secretary Law or Legal Remembrancer Member
In-Charge, Legal Affairs

(c) Secretary to the State Government Member
(other than the Home Secretary)

45. Having observed that the Review Committee consists of functionaries from
executive, the Committee enquired as to why there is no representation of a Member
from public or a former or a retired Member of the judiciary in the Review
Committee. To this, Secretary, DoT, submitted during evidence as under:

“‘Normally, Sir, the Law Secretaries in States are the judicial officers, they
are judges. For example, when | was Chief Secretary in Delhi, the Law
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Secretary was one of the very senior District Judge. From what | noticed,
normally, the persons who come as Law Secretary as judges, they
certainly put forth their view points on law issues quite firmly.”

46. In this regard, the representative of State Government of Bihar submitted
during evidence as under:

‘A Law Secretary is not a bureaucrat, he is a judge. He is among the
senior most district judges in our State. He is appointed Law Secretary for
a tenure and there have been many instances when he was elevated as a
High Court Judge. So, he also applies his judicial mind as a member of
the committee and he contributes in that respect also. To that extent, it is
a sort of judicial check also by including that person in this committee.”

47. To the Committee’s query as to whether an independent voice should not
feature on the Review Committee, the Department submitted that the current
composition of Review Committee is balanced. However, they have noted the
suggestion.

(ii) Powers of the Review Committee

48. When asked about powers vested with the Review Committee and whether
the Review Committee has the power to countermand the Suspension orders, the
Department have replied that the Review committee records its finding whether the
directions issued for the suspension are in accordance with the provisions of section
5(2) of the Indian Telegraph Act,1885. Under the Temporary Suspension of
Telecom Services (Public Emergency & Public Safety) Rules, 2017, Review
Committee is empowered to review all suspension orders issued by the competent

authority.

49.  With regard to number of suspension orders countermand by the Review
Committee at Union and State level, the Department have replied that no such
records are being maintained by DoT. On this issue, Secretary, DoT, submitted

during evidence as under:
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XI.

‘Whether the review committee has overturned or upset the order
passed”’, we do not have the information nor do we collect it but we can
certainly pass it on to the Ministry of Home Affairs. Sir, tomorrow, if you
raise a question in Parliament about police and law and order, it will not be
addressed to us or marked to us, it will be addressed to the Home
Ministry. So, this is my submission, Sir.”

Constitution of Review Committee in all States

50. As per the Temporary Suspension Rules, State Review Committee shall
consist of Chief Secretary, Law Secretary and one other Secretary. During the
evidence, the Committee were informed that Review Committee was yet to be
constituted in Delhi. In this background, the Committee desired to know whether
Review Committees have been constituted in all the States including Delhi and the
measures taken by the Department to ensure that Review Committees are
constituted in all the States. To this, the Department submitted that constitution of
the Review Committee is the responsibility of the State Government. Status of

formation of Review Committee or otherwise is not monitored by DoT.

51.  On this issue the representative of DoT further submitted during evidence as
under:

‘I would like to submit that the Department has to work within the
framework of law which, obviously, all of us know. When an Act is made in
the Parliament and it has certain provisions, then it is the duty to follow
those provisions. Now, police and public order, without doubt, are State
subjects and States are responsible for prevention, detection and
investigation of crimes through their law enforcement machinery. That is
one point.

Secondly, under the Act and the rules, the concerned State Governments
have been empowered to issue orders for temporary suspension of
telecom services. We believe that the States are responsible entities and
with due application of mind and in public interest, they would be
exercising these powers. We have not been reviewing this for what each
state has done in this belief that they are empowered to do it and they are
accountable in their own systems on how they do it and in the structure
which we have of governance. We have not thought to ask each State.
Even if such information was sought by any hon. Member, the nodal
Ministry for law and order and for police and issues relating to such
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suspension is the Ministry of Home Affairs. It is because even in our
scheme of things, when the Central Government has to make any such
suspension, it is not the Department of Telecommunications, it is the
Home Secretary who orders this. So, Sir, my submission would be while
we absolutely appreciate the concerns which have been expressed, the
Department of Telecommunications would not be the nodal agency to
review what State Governments are doing in this regard provided it is
happening in the Constitutional framework.”

52. The Committee asked as to how many States/UTs have framed their own
Rules and SoP for internet shutdown and the measures taken by the Department to
ensure that States strictly adhere to the Suspension Rules. To this, the Department
informed that no such information is available with DoT. In 2018, Secretary (T) has
written DO letters to all Chief Secretaries/Administrators of States/UTs to sensitize
the concerned officials against precipitate actions leading to shutdown to internet
services and also to ensure that the provisions of the Temporary Suspension of
Telecom Services (Public Emergency & Public Safety) Rules, 2017are followed
strictly. In 2020, the amendment dated 10.11.2020 to Temporary Suspension of
Telecom Services (Public Emergency & Public Safety) Rules, 2017 have been
forwarded to all Chief Secretaries/Administrators mentioning that Hon’ble Supreme
Court has mandated the publication of all future suspension orders so that the
affected person can approach the court against such orders; and all orders for
suspension of Telecom Services must adhere to the principle of proportionality and

must not extend beyond necessary duration.

XIlI. Safequards Against misuse of provision for Internet Shutdown

53. When the Committee drew attention of the representative of Bihar to vague
expression such as ‘objectionable content’ as the ground for shut down of internet
facilities, the representative of State Government of Bihar, submitted during the
evidence as under:

“At the first place, | would like to draw your attention towards the Rules
framed by the State Government, that is, the SOP for temporary
suspension of internet services that was issued in the month of
September, 2017 -- within a period of six weeks after the relevant Rules
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were published by the Central Government. These Rules themselves
contain enough safeguards going beyond the Government of India
Notification to take care of the details. For example, | am reading from the
Notification No. 8695 dated 26 September, 2017 under para 3 (i) of those
Rules where it is specified that : “The Report must come from the
concerned District Magistrate & SP or the Divisional Commissioner & DIG,
and at the State-level, Additional DG Police (Law & Order)”. It further
states that : “The request for suspension of internet services will be done
only in such conditions when undesirable messages have to be stopped
by stopping internet and there is no other way of doing so”. It also says
that : “The relevant grounds will be rumourmongering leading to possibility
or instances of breach of public peace or law and order problem”. It also
says that : “The officers will take care of the reasons / grounds / needs
and the possibility if not done”. All these things are there. The period also
has to be specified and recommended by the State District authorities and
the period has to be kept to the minimum so that the public are not put to
inconvenience. Finally, it also says that this suspension of internet
services will not cover the Government telecom networks to the extent of
maintaining Government internet and intranet based public services
including Bihar Wide Area Network, NICNET, National Knowledge
Network, banking, Railways, etc.”

54. Asked about their views on adequate safeguard and SOP for internet
shutdown, MHA submitted that directions for suspension of telecom/internet services
are issued as per procedures and safeguards provided in Temporary Suspension of

Telecom Services (Amendment) Rules, 2020.

XIII. Efficacy of Internet Shutdown

55. Internet Freedom Foundation, an organization working in the field of free
speech, electronic surveillance data protection, net neutrality and innovation made a
submission to the Committee highlighting the ill effects of internet shutdown as
under:

“Aside from the obvious constitutional and human rights challenges, internet
shutdowns cause enormous economic losses. Prior studies by institutions like
Brookings Institution and the Indian Council for Research on International
Economic Relations(ICRIER) certainly corroborate this. Moreover, a
representation by the Cellular Operators Association of India(COAI) states
that telecom operators lose INR 24.5 million per hour in every circle area
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where there is a shutdown or throttling. This is concerning since the telecom
sector is already under considerable financial stress and relies on ensuring
steady ARPUs via data packs for internet usage. COAl's former Director
General, Mr Rajan Mathews has even stated that other businesses which rely
on the internet could lose up to 50% of the aforementioned amount.

Further, the perceived trade-off of internet shutdowns leading to
better law and order outcomes with reduced risk of violence or hate speech,
is dubious in its assumption. First, many media reports indicate citizens tend
to not be convinced about the success of internet suspensions in curbing
hateful messaging or disinformation. Second, researchers like Jan Rydzak
have empirically studied internet shutdowns and observed that internet
shutdowns are ineffective in pacifying protests and often have the unintended
consequence of incentivizing violent forms of collective action which require
less communication and coordination.

56. Internet connectivity is of much significance in today’s context when
Government’s thrust has been more on digitization, including digital India, promotion
of mobile banking, digital payments, financial inclusion through the internet etc.
Since suspension of services affect normal citizens in a big way, the Committee
desired to know what the Government is doing so that normal citizens’ rights and
freedom are not affected. To this, the Department informed that in temporary
shutdown of internet, Data services are affected. The services of Voice and Text

(SMS) are, however, available to the users.

57.  Keeping in view the immense hardship faced by general public during internet
shutdown which affect services like business, education, health etc., the Committee
enquired whether the Department of Telecommunications have explored less
restrictive mechanism short of total internet shutdown to deal with civil unrest or
other national security issues, the Department replied that suspensions are done by
the State Governments and the area of operation and number of days is up to the
authority suspending the services. DoT is not in a position to comment on the

subject matter.
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58. Asked about overall impact of telecom/internet shutdown on common people
and whether any assessment has been made in this regard, the Department
informed that no such assessment has been made by them. MHA too submitted that

no such assessment is available with them.

59. The Committee have also been informed that since the actual shutdown is
ordered by either the State Governments or by the Ministry of Home Affairs, the
Department of Telecommunications are not assessing whether the objectives have
been achieved or not. The responsibility for assessing the effectiveness of internet

shutdown lies completely either with the MHA or the concerned State Governments.

60. When asked to comment on the above observations, MHA in a written note
have stated that directions for the suspension of telecom/internet services are issued
due to public emergency or public safety as per the Temporary Suspension of
Telecom Services (Amendment) Rules, 2020. Internet shutdown is done as a
preventive measure if the situation arises concerning the interest of the public safety,
the sovereignty and integrity of India, the security of the State, friendly relations with
foreign States or public order or the prevention of incitement to the commission of an

offence. Suspension is revoked as and when the situation comes under control.

61. When the Committee pointed out that riots happened during pre-internet and
post-internet phases and if the Department has undertaken any study to establish
correlation between internet and communal riots, representatives of both the
DoT/MHA submitted that they are not in a position to furnish reply. DoT has not
done any such study. MHA, however, submitted that Internet has fast and vast
increased capability of spreading rumours and malicious content by the criminals
and anti-social elements. Suspension of telecom services / internet shutdown is
done in the interest of public emergency and public safety as per safeguards

provided in Suspension of Telecom Services (Amendment) Rules, 2020.
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62. Asked to furnish their comments on the assumption that internet shutdown
leads to better law and order outcomes with reduced risk of violence or hate speech
assumption, the Department have stated that the matter does not pertain to DoT. To
the same query, MHA submitted that directions for the suspension of
telecom/internet services are issued only due to public emergency or public safety

as per the Temporary Suspension of Telecom Services (Amendment) Rules, 2020.

63. On the issue of internet shutdown affecting the lives of people, Secretary,
DoT, submitted during evidence as under:

“Sir, while we are implementing the Indian Telegraph Act and the DoT
administers this Act and makes rules thereunder, the actual shutdown is
ordered either by the State Governments or by the Ministry of Home
Affairs. The Department of Telecommunications does not order a
shutdown. So, we are not actually gauging or assessing the efficacy of the
objectives which were sought to be achieved and whether these were
achieved or not, but having said that, | would hasten to add that certainly,
the Government, the Executive would take such a decision only in the
interest of public order or safety and security as per the provisions of the
rules and the Act. All such decisions are justiciable. The aggrieved
persons can go to the court and if the Executive has exceeded its
mandate, it can certainly be challenged not only before the hon.
representatives, but also in the courts of law. My experience otherwise,
over the years, has been that social media, in particular, can be a medium
to propagate issues or things which can lead to escalation of problems.
So, it would be necessary and appropriate to take recourse of the existing
provisions of the law and rules in the interest of security, public safety etc.
As | said, the caveat which | made in the beginning, this is not the
mandate of DoT.”

64. On being asked to be specific on parameters/metrics, the representative of
MHA during evidence further added:

“Sir, for instance, in a riot situation which we witnessed in Delhi a few
months back, the very evident metric would be the number of incendiary
and provocative messages which are meant to disrupt public peace and
order which are going around on social media. Definitely, we can get
together some kind of an estimate which may not be extremely accurate,
but an estimate nevertheless of how we could stop that messaging
through these internet or mobile shutdowns. While the shutdown is, of
course, a drastic measure to stop that kind of dissemination of provocative
messages, but in such times, the estimation of the law enforcement
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XIv.

XV.

agencies is that it is well worth the trouble that is caused to some
members of the society because it prevents a larger harm. That is the
estimation. It may not be an objective estimation. It may be a slightly
subjective estimation, but it is based on experience, it is based on prior
sort of view on these things and it is done in the rarest of rare cases.”

International Scenario: Telecom/internet Shutdown Rules in Other
Countries

65. Regarding rules/laws governing telecom/internet shutdown in other
democratic countries of the world, the Committee asked whether any attempt has
been made by the Department to study the telecom/internet shutdown rules adopted
in other democratic countries like USA, UK and other European countries. To this,

the Department have replied that no such study has been conducted by DoT.

66. As per media report India had maximum number of internet shutdowns and
has emerged as the internet shutdown capital of the world. When asked to react on
these reports DoT submitted that no such information is available with them.
Sufficient safeguards are inbuilt in the Temporary Suspension of Telecom Services
(Public Emergency &Public Safety) Rules, 2017. Internet shutdowns can only be
ordered by the competent authority on the grounds of Public Emergency and Public
Safety MHA have stated that suspension of telecom services/ internet shutdown is
done in the interest of public emergency and public safety as per safeguards

provided in Suspension of Telecom Services (Amendment) Rules, 2020.

Time period for suspension orders and Consultation with the
Stakeholders

67. Inthe light of the Hon’ble Supreme Court judgment and in consultation with all
stakeholders, Temporary Suspension of Telecom Services (Public Emergency &
Public Safety) Rules, 2017 has been amended vide Gazette Notification dated
10.11.2020 and has been issued by DoT vide O.M dated 10.11.2020. It is
envisaged that any suspension order issued under these rules shall not be in
operation for more than fifteen days, all such orders be published to enable the
affected persons to challenge it before the High Court or appropriate forum and the
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order must adhere to the principle of proportionality. When the Committee desired
to know how the Government have arrived at the suspension order to be in
operation for a maximum period of 15 days and what factors have been taken into
consideration for this, the Department informed that the maximum Period of 15 days
has been arrived after general consensus with the relevant stakeholders. Factors of

Public Safety and Public Emergency have been taken into consideration.

68. On being asked further details on the number of stakeholders consulted by
DoT before issuing this amendment and mechanisms laid down for regular
consultations with various stakeholders including civil societies and public. DoT
submitted that they have consulted Ministry of Law & Justice and Ministry of Home
Affairs before issuing the said amendment dated 10.11.2020. No mechanism, as yet,
has been laid down for regular consultation with various stakeholders including civil

societies and public.

69. On this issue, Secretary, DoT, submitted before the Committee during
evidence as under:

“Telecom operators and the internet service providers, certainly are
important stakeholders also. We have not formally consulted them yet, but
we take your point. We can have a meeting with them and get their
viewpoint also; certainly.”

70. To a related query on whether the public have been consulted as they are

directly affected by suspension of telecom services, he further added:

“Sir, we have not envisaged the situation of consultation with the general
public | do not know how pragmatic it would be, and then we have the
benefit of the hon. representatives like yourself and other Members, who
are representing the public. So, we do get feedback from you. Whatever
the hon. Committee says, we will duly factor in what we are processing
without doubt.”

71.  Media had reported about many complaints from students who have lost one
year because they are unable to upload examination registrations on the internet

during the shutdown period. Interruptions in telecom services also impacts the
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business and services such as hospital administration, etc. In this background, the

Committee enquired as to whether any suggestions have been received from

various stakeholders/public for review of the telecom/internet suspension rules and if

so the main suggestions received from them. To this, the Department through their

written submission informed the Committee that suggestions have been received

from various non-Governmental organisations on the subject of Temporary

Suspension of Telecom Services (Public Emergency & Public Safety) Rules,

2017.These are as under:

XVLI.

72.

a)

As directed by the Hon’ble Supreme Court in Anuradha Bhasin v Uol,
Government of India should commence to review the extant Temporary
Suspension of Telecom Services (Public Emergency & Public Safety)
Rules, 2017 under Section 5(2) of the Telegraph Act. Such a reform
requires a public consultation.

As per the directions of Hon’ble Supreme Court an advisory must be
urgently issued to all state governments on the legal standards and
limitations articulated by the Supreme Court. This must specifically include
the necessity for proactive publication of all orders passed under the
Temporary Suspension of Telecom Services (Public Emergency & Public
Safety) Rules, 2017.

The Government of India should commence a dialogue to develop a
system to centralized record keeping of all internet shutdown orders.

In order to sensitize authorities on the financial losses and injury to the
right of trade and profession under Article 19(1)(g) caused by internet
shutdowns, the Government of India should commence periodic economic
impact assessment which compute the exact losses stemming from
internet suspensions. This should become an intrinsic part of the national
economic survey.

Access to Internet and Constitutional Position

The Hon’ble Supreme court vide its order dated 10 January 2020 has made

following observations:

“‘None of the counsels have argued for declaring the right to access the
internet as a fundamental right and therefore we are not expressing any view
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on the same. We are confining ourselves to declaring that the right to
freedom of speech and expression under Article 19(1)(a), and the right to
carry on any trade or business under 19(1)(g), using the medium of internet is
constitutionally protected.”

73.  On being enquired about the status accorded by international bodies like UN
and other democratic countries with regard to the right of the citizens to access
internet, it is stated that no such information is available with DoT.

74.  On judicial pronouncement made by the courts in the country on the right of
the citizens to access internet, the Department replied that Hon’ble Supreme Court
in the cases of WP(C) No0.1031/2019 and WP(C) No0.1164/2019 has made

observations on the right of the citizens to access internet.

75. Regarding the present legal status of citizens’ right to access internet and
whether citizens have any right to approach the courts in case of any violation or
shutting down of telecom/internet services by the Government, MHA have replied
that citizens have always the right to approach the Courts. MHA has already made
available copies of directions issued by the Competent Authority in public domain.

76. Internet Connectivity is of importance due to policy initiative of the
Government to promote mobile banking, digital payments, financial inclusions, etc.
The Government has embarked upon a program to take services to citizen through
mobiles and internet apart from promoting a cashless economy. In absence of
telecom connectivity, banking transactions using credit/debit card/UPI and internet

banking get affected.

77.  Secretary, DoT, submitted during evidence as under:

“The Government places the utmost importance on the need for a very
vibrant ecosystem of internet services, of mobile services, of digital
communication. The hon. Members would be extremely happy to know
that even in remote locations, like Andaman Islands and Lakshadweep
Islands, this Government has been putting up sub-marine cables etc. to
ensure that the people of these very remote areas, for the first time in the
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XVIL.

history, have access to free and unfettered internet services. Having said
that, while the provision of these services which are citizen-centric —
internet and mobile services — is very essential for the growth of an
economy, it is also important to keep in mind that some of these services
may be misused. | do not have with me to be pointedly answering your
question, whether any specific study has been done, that | can show you
right now, but there is umpteen evidence available with law enforcement
agencies, both in the Centre and in the States, that these services are
also misused especially in times of stress.”

Principle of Proportionality and Procedure for Lifting of Internet
Shutdown

78.  Any order suspending internet issued under the suspension rules, must
adhere to the principle of proportionality and must not extend beyond necessary
duration. However, in the absence of any study to assess the effectiveness of
internet shutdown, the Committee asked how the Government will decide on the
principle of proportionality and whether any parameters have been laid down in this
regard, the Department replied that parameters can be furnished from the competent
authority imposing Telecom shutdowns.

79. The Suspension Rules do not mention the procedure for lifting of the
shutdown. Subsequent to notification dated 10.11.2020, any suspension order shall

not be in operation for more than 15 days.

80. On the considerations taken in the past for lifting of the shutdown, MHA have
informed the Committee that directions for the suspension of telecom / internet
services are issued due to public emergency or public safety as per the Temporary
Suspension of Telecom Services (Amendment) Rules, 2020 for the specified period
only as mentioned in the particular order and services are automatically restored by

the service providers after the expiry of the suspension period.
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XVIII. Selective Banning of Services and continuation of services over
Government Telecom Network

81.  Bihar Government had issued in their order that the suspension of internet
services will not cover the Government telecom network to the extent of maintaining
Government interest and intranet based public services including Bihar Vide Area
Network, NICNET, National Knowledge Networks, Banking, Railways, etc. In this
background, the Committee desired to know whether it is technically feasible to
shutdown only those services likely to be used by terrorist/anti-social elements
rather than shutting down internet as a whole. The Committee were informed that

the Department need more time to study the question.

82. The Department informed the Committee in a written reply that services
hosted on cloud are difficult to selectively ban since they operate from multiple
locations in multiple countries and continuously shift from one server to the other.

However, websites operating through fixed URLs can be banned.

83.  On this issue, representative of DoT submitted during evidence as under:

“Sir, you all are much knowledgeable. You all are aware that the services
which you are talking about — Facebook, WhatsApp, Telegram etc.—they
are basically categorised as over the top telecom services, OTT services
in short. These OTT services are riding over the existing telecom service
provider's network. Now, Department of Telecom has categorically
requested that recommendations on the state of OTT services being made
available in the country to TRAI. It is body which provides the
recommendation on the technology which is to be inducted into the
network plus a lot of other things related to the telecom technologies.
Recently, Department of Telecom has received a recommendation from
TRAI on the OTT services and one of the major recommendations of the
TRAI is that currently the OTT services are not required to be regulated.
So, once the recommendation has been given to DoT, DoT is examining
the recommendation and will take an appropriate decision on the
recommendations. We certainly would be in a position to provide the
Committee once the decision is taken whether we would be able to block
the OTT service or not. That is what the hon. Members of the Committee
are looking for.”
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Part-ll

Observations/Recommendations

Regqulatory Powers vested in Government to Restrict the Telecom Services

1. The Central Government grants licenses under the provisions of
Section 4 of Indian Telegraph Act, 1885 for various types of telecom services
including Access Services, Internet Services, etc. Section 5 of Indian
Telegraph Act, 1885 empowers Government to take possession of licensed
telegraphs, to order interception of messages and issue instructions for not
transmitting the message. The “message” means any communication sent by
telegraph, or given to a telegraph officer or to be delivered. Temporary
Suspension of Telecom Services (Public Emergency & Public Safety) Rules,
2017 and its amendment dated 10.11.2020 have been issued in accordance
with section 5(2) of the Indian Telegraph Act, 1885. Under clause 10.1(ii) of
Unified License Agreement, the Licensor reserves the right to suspend the
operation of License/Service Authorization in whole or in part, at any time, if,
in the opinion of the Licensor, it is necessary or expedient to do so in the
public interest or in the interest of the security of the State or for the proper
conduct of the Telegraph. Section 7 of Indian Telegraph Act, 1885 empowers
the Central Government to make rules for the conduct of telegraphs. Under
this Act “The Central Government may, from time to time, by notification in the
Official Gazette, make rules consistent with this Act for the conduct of all or
any telegraphs established, maintained or worked by the Government or by

persons licensed under this Act.”
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In order to streamline the process of Telecom shutdowns in the Country
and in pursuance to the provisions contained in Section 5 of the Indian
Telegraph Act 1885, the Temporary Suspension of Telecom Services (Public
Emergency & Public Safety) Rules, 2017 were notified on 07th August, 2017.
Some of the Salient features of these Rules are: (i) orders of temporary
suspension of telecom services are to be issued by Union/State Home
Secretary only. For emergent cases, Joint Secretary Level officer can issue
order subject to confirmation from Competent Authority within 24 hours. If no
confirmation is received from Competent Authority within 24 hours, then such
orders cease to exist. (ii) Orders contain reasons for such directions and are
to be forwarded to Review Committee latest by next working day.
(iii) Directions of suspension to Telecom Service Provider have to be
conveyed by an officer not below the rank of Superintendent of Police or
equivalent rank. (iv) Review Committee has to meet within five days of issue of
directions for suspension of services due to public emergency or public safety
and record its findings whether the directions of suspension issued under the
Rules are in accordance with the provisions of sub-section (2) of Section 5 of

the Indian Telegraph Act, 1885.

Hon’ble Supreme court in its judgment dated 10.01.2020 in the said
petitions apropos to the internet restrictions, inter alia, directed that (i) The
Respondent State/competent authorities are directed to publish all orders in
force and any future orders under Section 144, Cr.P.C and for suspension of

telecom services, including internet, to enable the affected persons to
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challenge it before the High Court or appropriate forum. (ii) Declare that the
freedom of speech and expression and the freedom to practice any profession
or carry on any trade, business or occupation over the medium of internet
enjoys constitutional protection under Article 19(1)(a) and Article 19(1)(g). The
restriction upon such fundamental rights should be in consonance with the
mandate under Article 19 (2) and (6) of the Constitution, inclusive of the test of
proportionality. (iii) An order suspending internet services indefinitely is
impermissible under the Temporary Suspension of Telecom Services (Public
Emergency or Public Service) Rules, 2017. Suspension can be utilized for
temporary duration only. (iv) Any order suspending internet issued under the
Suspension Rules, must adhere to the principle of proportionality and must
not extend beyond necessary duration. (v) Any order suspending internet
under the Suspension Rules is subject to judicial review based on the
parameters set out herein. (vi) The existing Suspension Rules neither provide
for a periodic review nor a time limitation for an order issued under the
Suspension Rules. Till this gap is filled, Supreme Court direct that the Review
Committee constituted under Rule 2(5) of the Suspension Rules must conduct
a periodic review within seven working days of the previous review, in terms
of the requirements under Rule 2(6). (vii) Direct the respondent
State/competent authorities to review all orders suspending internet services
forthwith. (viii) Orders not in accordance with the law laid down above, must
be revoked. Further, in future, if there is a necessity to pass fresh orders, the

law laid down herein must be followed. (ix) In any case, the State/concerned
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authorities are directed to consider forthwith allowing government websites,
localized/limited e-banking facilities, hospital services and other essential
services, in those regions, wherein the internet services are not likely to be
restored immediately.

In the light of the Hon’ble Supreme Court judgment and in consultation
with all stakeholders, Temporary Suspension of Telecom Services (Public
Emergency & Public Safety) Rules, 2017 has been amended vide Gazette
Notification dated 10.11.2020. It is envisaged that any suspension order
issued under these rules shall not be in operation for more than fifteen days,
all such orders be published to enable the affected persons to challenge it
before the High Court or appropriate forum and the order must adhere to the

principle of proportionality.

The Committee note that internet is of immense importance in the
present digital era. It is the lifeline which is propelling businesses and
services, permitting students to enroll for important examination, and enabling
home delivery of essentials. The Government are also taking several policy
initiatives to promote digitisation in governance to take more and more
Government services to the people at their doorsteps. Covid-19 pandemic has
significantly accelerated the adoption of digital technologies with far reaching
implications across the sectors and services. Growing mobile and internet
penetration and its effective use for ensuring unhindered business and
services has become the new normal. In such a scenario, it is but essential

that any interruption to these services should be avoided and where
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unavoidable, the power to interrupt needs to be exercised with abundant
caution. Even the Supreme Court in its verdict had clearly declared that
freedom of speech and expression and the freedom to practice any profession
or carry on any trade or occupation over the medium of internet enjoys
constitutional protection under Article 19(2) and (6) of the Constitution.
Considering the growing importance of internet on the one hand, and frequent
shutting down of telecom services/internet by the authorities affecting the life
and liberty of people, on the other, the Committee took up the subject for a
detailed examination. Observations and Recommendations of the Committee
are given in subsequent paragraphs.

Delay in framing of Suspension Rules and inadequacy of subsequent
amendments

2. The Committee are disappointed to note that though the regulatory
powers of the Government to restrict the telecom services were outlined under
various provisions of the Indian Telegraph Act, the Department gave a serious
thought to streamlining the process only in the year 2017. It was only in 2017
that the Department came out with the Suspension Rules for regulating
internet shutdown in the country. The Committee are given to understand
that before the Suspension Rules came into force, telecom/internet shutdowns
were largely being done under Section 144 of Cr.P.C. in an arbitrary manner
without an adequate safety valve. Further, though the Department came out
with Suspension Rules, these were sketchy and far too inadequate, lacking in
several aspects which needed clarity and precision. This is clear from the

fact that the Hon’ble Supreme Court took cognizance of this problem in
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Anuradha Bhasin vs. Uol and Ghulam Nabi Azad vs. Uol and Anuradha Bhasin
case wherein it was pointed out that no adequate safeguards have been
provided in the Rules. The Committee are disturbed to note that the
Suspension Rules, 2017 had been haphazardly formulated and it required the
intervention of the apex Court to lay down various safeguards in the
provisions. It is only after the Supreme Court observed and pin pointed the
loopholes in the existing provisions that the Government came out with
amendments to the Suspension Rules, 2017. What is all the more
disheartening to note is that when there was a second chance for the
Department to ensure adequate safeguards in these Rules, then also the Rules
have not been strengthened and many of the provisions have been left open-
ended (as discussed in subsequent paras), restricting the amendments only to
those provisions pointed out by the Hon’ble Supreme Court. The Committee
feel that the amendments made in the Suspension Rules are still inadequate.
While on the one hand, the Department/MHA need to ensure adherence to the
orders of Supreme Court in letter and spirit, on the other hand, there is a need
to review/revisit all the provisions so as to make the Rules/amendments all
inclusive and plug the deficiencies. The Committee recommend the
Department to review the relevant Sections in co-ordination with the Ministry
of Home Affairs and the Ministry of Law and Justice to address all aspects of
telecom/internet shutdown in the country. If required, the views of State/UT
Governments may also be sought. The Rules/amendments should also take

into account the technological developments taking place in the area of
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telecom/internet so as to bring the Rules/regulations in tune with changing
times and technology so that Government is able to achieve its objective with

bare minimum disturbance to the public.

Grounds for Temporary Suspension of Telecom/Internet Services

3. The Committee note that police and public order are State subjects as
per the Constitution and States are responsible for prevention, detection and
investigation of crimes through their law enforcement machinery. Concerned
State Governments are empowered to issue orders for temporary suspension
of internet services in the State or part thereof under the provisions contained
in the Temporary Suspension of Telecom Services (Public Emergency or
Public Safety) Rules, 2017. The Committee have been informed that any
suspension which is done, is for public order or for reasons of law and order
and public safety. ‘Public Emergency’ and ‘Public Safety’ are the two grounds
on which internet shutdown can be ordered. On being asked what constitute
‘Public Emergency’ and ‘Public Safety’, the Department have stated that
parameters have been laid down in section 5(2) of the Indian Telegraph Act,
1885. Section 5(2) of the Indian Telegraph Act, 1885 which states “On the
occurrence of any public emergency, or in the interest of the public safety, the
Central Government or a State Government or any officer specially authorised
in this behalf by the Central Government or a State Government may, if
satisfied that it is necessary or expedient so to do in the interests of the
sovereignty and integrity of India, the security of the State, friendly relations

with foreign states or public order or for preventing incitement to the
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commission of an offence, for reasons to be recorded in writing, by order,
direct that any message or class of messages to or from any person or class
of persons, or relating to any particular subject, brought for transmission by
or transmitted or received by any telegraph, shall not be transmitted, or shall
be intercepted or detained, or shall be disclosed to the Government making
the order or an officer thereof mentioned in the order: Provided that the press
messages intended to be published in India of correspondents accredited to
the Central Government or a State Government shall not be intercepted or
detained, unless their transmission has been prohibited under this sub-
section.” Ministry of Home Affairs have replied that the expression public
emergency, has not been defined in the statute, but contours broadly
delineating its scope and features are discernible from the section which has
to be read as a whole. Appropriate authority has to form an opinion with
regard to the occurrence of a public emergency with a view to taking further
action under this section.

The Committee note that under the present mechanism/dispensation no
parameters have been laid down to decide the merit or justice of the
telecom/internet shutdowns. In the absence of any such laid down parameters,
internet shutdowns have been ordered purely on the basis of subjective
assessment and reading of the ground situations by District level officer and
is largely based on executive decisions. The Committee also note that even
though Public Emergency and Public Safety are the only grounds on which

internet shutdowns can be imposed, as of now, there is no clear cut definition
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of what constitute Public Emergency and Public safety. State Governments
are exercising their own judgment to decide the merits of the situation to
impose internet shutdown. The result is that even though internet shutdown
can be ordered strictly on grounds of ‘Public Emergency’ and ‘Public Safety’,
it is reported that Governments have resorted to telecom/internet shutdown on
grounds not so pressing and have been regularly using this as a tool for
routine policing and even administrative purposes, such as preventing
cheating in exams to defusing local crime, which do not amount to large scale
public safety concerns and certainly do not amount to a ‘Public Emergency’.
What is all the more disturbing is that the data relating to the number of
shutdowns are not codified, leaving the procedure open ended for
misinterpretation, subjective assessment and misuse, (the absence of data on
shutdown is dealt in subsequent pages). Suspension Rules have been
grossly misused leading to huge economic loss and also causing untold
suffering to the public, as well as severe reputational damage to the country.
The Committee are of the view that when the Government’s thrust is on
digitization and knowledge economy with free and open access to internet at
its core, frequent suspension of internet on flimsy grounds is uncalled for and
must be avoided. There is a need to monitor the exercise of this provision so
that these are not misused to the disadvantage of people at large. The
Committee, therefore, recommend that a proper mechanism is put in place at
the earliest to decide on the merit or appropriateness of telecom/internet

shutdowns. Defined parameters of what constitutes public emergency and
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public safety may also be adopted and codified so as to ensure that there is
no ambiguity in deciding the ground by different States while implementing

the Suspension Rules.

Maintenance of Official Data on Internet Shutdown

4. The Committee note that records relating to telecom services/internet
shutdowns ordered by State Governments are neither maintained by the
Department of Telecommunications nor the Ministry of Home Affairs. As of
now, the Department have no mechanism to review how many States have
issued internet suspension orders, including their details, reasons etc. The
Ministry of Home Affairs informed the Committee that National Crime Records
Bureau (NCRB) collects information on certain aspects of crime. Communal
riots is one of them. The information is collected on a regular basis. The
Ministry have further informed the Committee that the suspension of internet
for the purpose of public order, etc. does not actually come in the ambit of
crimes and is not within the purview of the NCRB. At the moment, there is also
no proposal in MHA to collect this information at Central level.

The Committee received written submissions from the State of Bihar, UT
of NCT of Delhi, UT of J&K and State of Kerala. The State Government of
Bihar have informed the Committee that between August, 2018 to August,
2020, internet shutdowns have been issued six times. UT of J&K have
informed the Committee that since issuance of directions by the Hon’ble
Supreme Court, a total of 93 orders, including 76 orders issued by the

competent authority to the effect of confirming the directions by the
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authorized officers, have been issued. Government of NCT of Delhi have
informed the Committee that no decisions have been taken by Govt. of NCT of
Delhi in the last two years on shutting down internet and telecom services in
Delhi. The Ministry of Home Affairs have ordered suspension of internet twice
in December, 2019. The Committee have also been informed that no temporary
suspension of telecoml/internet services under Temporary Suspension of
Telecom Services (Public Emergency or Public Safety) Rules, 2017 was done
by the State of Kerala, since 2017. The Committee also note that various
agencies have compiled the number of internet shutdowns in the country. As
per one Media Report, between January 2012 and March 2021, there were 518
Government imposed internet shutdown across India resulting in the highest
number of internet blockings in the world by far. However, there is no
mechanism to verify this claim/assertion as both DoT and MHA do not
maintain any record of internet shutdown orders by the States. It is surprising
to note that records related to internet shutdowns ordered by State
Governments are not maintained by either DoT or MHA and both the
Ministries/Departments are not aware of the number of internet shutdowns
imposed by the States. They have made the plea that police and public order
are essentially State subjects and suspension of Internet does not actually
come under the ambit of crimes. This has resulted in the absence of any
appropriate mechanism to verify the number of internet shutdowns in the
country and the reasons for imposing such shutdowns. The Committee

observe that in the absence of such a verifiable mechanism, the
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Department/MHA do not have any means to ascertain whether internet
shutdowns have been clamped strictly as per the Suspension Rules or the
order given by the Supreme Court. The Committee are not satisfied with such
a reply and draw attention of the Department to the Standard Operating
Procedure for interception laid down in the Notification No. G.S.R. 780 (E)
dated 27" October, 2009 under Section 69(2) of the IT Act, 2000 which
provides for maintenance of records by designated officer, review of
directions of competent authority, etc. The Committee strongly recommend
that both the Department of Telecommunications and the Ministry of Home
Affairs should establish a mechanism at the earliest to maintain a centralised
database of all internet shutdown orders in the country, which will contain
various types of information on internet shutdowns, such as the number of
times suspension has been imposed, reasons, duration, decision of the
competent authority, decision of the Review Committees and also whether any
internet shutdown has been ordered by resorting to Section 144 of Cr. PC. etc.
Such information should also be made available in the public domain which
will not only help in transparency but also course correction in case of
deviation from Rules/procedures and to gauge its impact on the economy.

Rules Governing Internet Shutdown in the Country: Temporary Suspension of
Telecom Services Rules, 2017 vs. Section 144, Cr. P.C.

5. The Committee note that telecom shutdown is governed as per
Temporary Suspension of Telecom Services (Public Emergency & Public
Safety) Rules, 2017. Amendment to the said Rules have been notified on

10.11.2020 which envisaged that any suspension order issued under these
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rules shall not be in operation for more than fifteen days etc. Hon’ble Supreme
Court in its order dated 10" January, 2020 had observed that the Respondent
State/competent authorities are directed to publish all orders in force and any
future orders under Section 144, Cr.P.C and for suspension of telecom
services, including internet, to enable the affected persons to challenge it
before the High Court or appropriate forum. This has raised the issue whether
internet shutdown can be ordered under Section 144, Cr.P.C and if so what are
the safety measures. When asked, Secretary, DoT, during the evidence stated
that his understating is that prior to these Rules, recourse was taken to
Section 144 to do the suspension. However, once the Rules have come into
force, then the suspension is done under these Rules. Asked as to whether
SDM under the rules, or under the 144 Cr.P.C., has an authority to order an
internet shutdown, the Department have clarified that under such situation a
Joint Secretary level officer can order a shutdown and within 24 hours the
appropriate authority has to approve it. Telecom shutdown is governed as per
Temporary Suspension of Telecom Services (Public Emergency & Public
Safety) Rules, 2017 and it cannot be ordered under Section 144 Cr.P.C. under
any circumstances. nThe Committee have been informed that as per
Suspension Rules, orders of temporary suspension of telecom services are to
be issued by Union/State Home Secretary only. At the same time, asked as to
whether DoT/MHA have any information on States resorting to Section 144
Cr.P.C. for telecom/internet suspension, the Department have submitted that

they do not maintain any records related to the procedure followed in the
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internet shutdown and hence are not aware of any order issued by officers
other than those permitted under the Rules.

It is surprising to note that the Department of Telecommunications/MHA
are not aware whether States have so far ordered shutting down of internet
under section 144 of Cr.P.C. The Committee feel that there is an urgent need to
sensitize the States/UTs about the new position that they no longer can
suspend internet under Section 144 of Cr.P.C. and internet shutdowns can be
ordered only under the Suspension Rules, 2017. The Committee desire that a
robust monitoring mechanism be put in place by the Department so that
States/UTs do not resort to section 144 of Cr.P.C. to shutdown internet in their
territory. Appropriate action may also be taken against the States/UTs which
deviate from the Rules to maintain sanctity of these Rules. While the
Committee expressed concern about the prolonged internet shutdown in
Jammu and Kashmir, Government indicated that this was undertaken for
reasons of national security.

Composition, Powers and functions of Review Committees to review the
decision on Telecom Suspension

6. The Committee note that the Review Committee constituted for the
purpose has to meet within five days of issue of directions for suspension of
services due to public emergency or public safety and record its findings
whether the directions of suspension issued under the Rules are in
accordance with the provisions of sub-section (2) of Section 5 of the Indian
Telegraph Act, 1885. So far as the composition of the Review Committee is
concerned, the Committee note that at the Central level Cabinet Secretary is
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the Chairman, Secretary, In-charge, Legal Affairs and Secretary, Department
of Telecommunications are the Members of the Review Committee. At the
State levels, Chief Secretary is the Chairman, Secretary Law or Legal
Remembrancer, In-Charge, Legal Affairs, and Secretary to the State
Government (other than the Home Secretary) are the Members. The
Committee have been informed that normally, the Law Secretaries in States
are the judicial officers; in many cases, they are judges. The persons with a
judicial background who come as Law Secretary, certainly put forth their view
points on law issues quite firmly. The Committee observe that even though
the Law Secretary is a judicial officer and not a bureaucrat, as maintained by
the Department, the Committee feel that the composition of the Review
Committees is largely confined to the executive side of the Government and
there is a need to make the Review Committees more broadbased by including
more non-official Members such as retired Judges, Members of the public, etc.
so as to enable them to gauge the situation in the right broadest possible
perspective and provide a critical and objective assessment of the ground

situation.

The Committee further note that the Department have no record of
information on the number of decisions on orders of suspension
countermanded by the Review Committee. This is vital piece of information
which need to be maintained by the Department for course correction.
Considering the fact that Review Committees are intended to act as an

important instrument to ensure checks and balances, the Committee
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recommend that the composition of the Review Committee should be
expanded so as to include non-official Members, such as retired Judges,
eminent citizens, heads of Pubic organizations, TSPs etc. To this end, the
Committee also desire the Department to explore the possibility of including
the local MP and MLA in the Review Committee, as they know the ground
reality. The Committee further recommend that DoT/MHA should take
necessary steps so that authentic data on the decisions taken by the Review
Committee are maintained. This will help in understanding whether all
telecom/internet shutdowns have been issued by the competent authority as
per established procedure and whether due process of law have been followed

while issuing the orders for telecom/internet shutdown.

Constitution of Review Committees in all States

7. The Committee note that as per the Suspension Rules, 2017, a Review
Committee has to be constituted in all States to review the directions for
suspension of services due to public emergency or public safety and record
its findings whether the directions of suspension issued under the Rules are
in accordance with the provisions of Sub-Section (2) of Section 5 of the Indian
Telegraph Act, 1885. The Committee have been informed that Review
Committee is yet to be constituted in Delhi. When the Committee desired to
know the status of constitution of Review Committees in all the States, the
Department replied that constitution of the Review Committee is the

responsibility of the State Governments and the status of formation of Review
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Committee or otherwise is not monitored by DoT. MHA have also replied that
this has to be replied by DoT.

The Committee feel that constitution of Review Committee by all
States/UTs is an essential pre-requisite to ensure adequate checks and
balances in exercising the Suspension Rules. It is, therefore, absolutely
necessary that the Review Committees are constituted in all the states.
Considering this, the Committee find it strange that the Department do not
have information whether Review Committees have been constituted in all
States/UTs. The Department have simply replied that it is the responsibility of
the State Governments and there is no mechanism to ascertain whether
Review Committees have been constituted in all States/UTs. The Committee
feel that being the nodal Department for the Telecom Suspension Rules, it is
the duty of the Department to see and ensure that Review Committees are
constituted in all the States. The role of the Department is not limited to mere
issue of Rules and Guidelines but also to ensure that these Rules or
Guidelines are followed and implemented in letter and spirit. The Committee
recommend the Department to take necessary action to ensure that Review
Committees are constituted in all the States in a time bound manner. The
Committee also recommend that the data regarding constitution of Review
Committee by all States/UTs are obtained and record maintained by the

Department with periodic monitoring.
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Safequards against misuse of Internet Shutdown

8. The Committee are unhappy to note that neither the Department of
Telecommunications nor the Ministry of Home Affairs have any information on
the Standard Operating Procedures (SOPs) being followed by the State
Governments while invoking the Temporary Suspension of Telecom Services
(Public Emergency and Public Safety) Rules, 2017. The State Government of
Bihar submitted that they had issued SOP for temporary suspension of
Internet services in the month of September, 2017, within a period of six weeks
after the relevant Rules were published by the Central Government. The
Committee are given to understand that as per the notification issued by the
State Government of Bihar, report for internet shutdown at District level must
come from the concerned District Magistrate and SP or the Divisional
Commissioner and DIG, and at the State-level, Additional DG Police (Law and
Order). The request for suspension of Internet services will be done only in
such conditions when undesirable messages have to be stopped by blocking
the internet and there is no other way of doing so. The period also has to be
specified and recommended by the State/District authorities and the period
has to be kept to the minimum so that public are not put to inconvenience.
Finally, it also says that this suspension of Internet services will not cover the
Government telecom networks to the extent of maintaining Government
internet and intranet based public services including Bihar Wide Area
Networks, NICNET, National Knowledge Network, Banking, Railways, etc.

Asked as to whether any other State/UT have taken similar initiative, the
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Department have informed the Committee that no such information is
available with the Department. The Committee were also informed that in the
year 2018, Secretary (T) had written D.O. |letters to all Chief
Secretaries/Administrators of State/lUTs to sensitize the concerned officials
against precipitate actions leading to shutdown of internet services and also
to ensure that provisions of Suspension Rules, 2017 are followed strictly.
Amended Rules have been forwarded to all Chief Secretaries/Administrators
mentioning that Hon’ble Supreme Court has mandated the publication of all
future suspension orders so that the affected person can approach the Court
against such orders; and all orders for suspension of telecom services must
adhere to the principles of proportionality and must not extend beyond
necessary duration.

From the above stated facts, the Committee observe that while Hon’ble
Supreme Court laid down the broad contours of safeguards against telecom
shutdown, the Department/MHA, on their part have not taken any initiative for
devising/outlining SOP on telecom shutdown except merely conveying the
decision of the Supreme Court to States/UTs through routine orders. The
Committee are of the view that lack of stipulated guidelines and safety
measures gives a lever to State Governments to resort to telecom shutdown
on the slightest pretext of maintaining law and order and there is a need to
follow the laid-down procedure by States/UTs to avoid internet shutdowns in
unwarranted situations. The Committee appreciate the measures/SOP put in

place by the State Government of Bihar which has also helped in ensuring
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transparency with regard to invoking of these Rules. The Department, besides
routinely issuing letters and communications to State/UT Governments,
should also see to it that the directions issued by them are adhered to and
implemented in right earnest. The Committee also feel that leaving the job of
formulating safeguards with the States/UTs will only give rise to confusion
leading to misuse of these provisions. The Committee, therefore, recommend
that the Department in coordination with the Ministry of Home Affairs should
take proactive measures and issue a uniform set of SOP and guidelines to be
followed by all States/UTs. Some of these guidelines viz. an order suspending
internet services indefinitely is impermissible but can be utilized for temporary
duration only, must adhere to the principle of proportionality, conducting a
periodic review within seven working days of the previous review, etc. have
already been identified by the Supreme Court. The Committee find that these
guidelines have not been followed by all States/UTs uniformly, thus giving rise
to scope for ambiguity and non-compliance. The Committee, therefore, urge
the Government to ensure that proper SOP/guidelines are devised and
Supreme Court mandated guidelines are strictly adhered to in the future. The
Committee desire the set of SOP and guidelines so devised are shared with
them.

Effectiveness of Suspension of Telecom Services/Internet Shutdown

9. The Committee note that as per Cellular Operators Association of India
(COAI), telecom operators reportedly lose INR 24.5 million per hour in every

Circle Area where there is a shutdown or throttling. Other businesses which
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rely on the internet could lose up to 50 per cent of the afore-mentioned
amount. As per newspaper reports, India lost 2.8 billion US dollars in 2020 to
internet shutdowns. The Committee note that the suspension of telecom
services/ internet greatly affect the local economy, healthcare services,
freedom of press and education, etc. From the information provided by the
Department, the Committee note that no impact assessment study has been
done by the Department. As per the Department of Telecommunications,
since the actual shutdown is ordered either by the State Governments or by
the Ministry of Home Affairs, the Department are not assessing whether the
objectives have been achieved or not, and the responsibility for assessing the
effectiveness of Internet Shutdown lies completely with the Ministry of Home
Affairs or the concerned State Government. The Committee have also been
informed that no assessment is available with MHA. According to them,
internet shutdown is done as a preventive measure if the situation arises
concerning the interest of the public safety, the sovereignty and integrity of
India, the security of the State, friendly relations with foreign states or public
order or the prevention of incitement to the commission of an offence.
Suspension is revoked when the situation comes under control. When the
Committee pointed out that communal riots took place during pre-internet era
also and enquired if any study has been conducted by DoT/MHA to establish
the correlation between internet and riots, both DoT and MHA have informed
the Committee that they have not conducted any study to establish the link

between internet shutdown and communal riots.
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The Committee also received submission from organizations stating
that the perceived trade-off of Internet shutdowns leading to better law and
order outcomes with reduced risk of violence or hate speech is dubious in its
assumption. Many media reports indicated citizens tend to not convinced
about the success of internet suspensions in curbing hateful messaging or
disinformation. These submissions also suggested that as per empirical
study internet shutdowns are ineffective in pacifying protests and often have
the unintended consequences of incentivising violent forms of collective

action which require less communication and coordination.

While the veracity of above submissions would necessitate greater
insight into situations which is beyond the scope of present subject, there is
no second opinion about the fact that shutting down of telecom/internet
services cause great inconvenience to thousands of people in the process.
Frequent shutdown of Internet services is an indication to the fact that the
State/UT Governments are resorting to this method as a convenient way to
deal with any restive situations without properly assessing the effectiveness
of such drastic measure in controlling such situations. So far, it is purely
based on the assumptions of law enforcement agencies and there is no
empirical proof to suggest that internet shutdowns have been effective in
controlling law and order, civic unrest, etc. The Committee further note that
while a number of studies on the impact of internet shutdowns have been
conducted by different agencies/entities which are in the public domain, no

such study has been conducted by either DoT or MHA. The Committee are of
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the view that absence of such study is a clear omission on the part of both
DoT and MHA while taking recourse to measures such as telecom/internet
shutdown which has massive implications for national economy,
constitutional rights of the citizens to freedom of speech and expression, right
to carry on any trade or business, etc. It has affected and disrupted healthcare
services, freedom of press and education etc. The Committee recommend
that a thorough study should be commissioned by the Government of India so
as to assess the impact of internet shutdown on the economy and also find
out its effectiveness in dealing with Public Emergency and Public Safety. In
the opinion of the Committee shutting down of internet in this digital era is
both anachronistic and acting as a bulwark against economic development
and democratic rights of the people. The Committee desire that internet
shutdowns should not be taken too frequently as matter of recourse since
internet is indispensable to ordinary citizens in their daily lives, and vital for
such matters as examination enrolment, tourism, and online enterprise. While
national security is undoubtedly a prime concern, it is nevertheless desirable
that internet shutdowns are resorted to as rarely as possible only as last
resort given their disproportionate impact on innocent citizens.

International Practice: Telecom/Internet Shutdown Rules in Other Countries

10. The Committee find that no study has been conducted by the
Department to understand or analyse the telecoml/internet shutdown rules
adopted in other democratic countries like USA, UK and other European
countries. They have also submitted that no information is available with
them regarding States/UTs frequently resorting to internet shutdowns on
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grounds of ‘Public Emergency' and ‘Public Safety' in the country. The
Department have simply stated that sufficient safeguards are inbuilt in the
Suspension Rules, 2017 and internet shutdowns can only be ordered by the
competent authority on grounds of ‘Public Emergency' and ‘Public Safety’.
The Committee are not in agreement with the Department and MHA that
sufficient safeguards have been built in the Suspension Rules and internet
shutdowns in the interest of public emergency and public safety, particularly
since these measures are resorted to more frequently than any other country
in the world. So far, there is no proof to indicate that internet shutdown have
been effective in addressing public emergency and ensuring public safety.
The Committee are of the view that using internet shutdowns to deal with
Public Emergency and Public Safety reflects poorly on the part of the law and
order machinery of the State to deal with such issues. Riots, protests, and
various other forms of civil unrests take place in various other democratic and
non-democratic countries. However, not all of them have resorted to shutting
down of internet to deal with such situations, especially in democratic
countries. Shutting down of internet to deal with such situation in countries
like USA or European countries is unheard of and reflects poorly on India.
The Committee, therefore, feel that a study needs to be undertaken by the
Department to gather knowledge about telecom/internet shutdown rules
adopted by other democratic countries of the world. The Committee desire
that our country needs to learn from those standards that are internationally

accepted as the best practices globally keeping also the specifics of this
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country in mind and the country should not adopt policies not in tune with the
international best practices in this regard. With regard to Jammu and
Kashmir, the Committee hope that the Government can devise less sweeping
methods to intercept terrorist communications in order to avoid recourse to

methods that have a disproportionate impact on innocent citizens.

Need for Consultation with Stakeholders

11. The Committee note that in the light of the Hon’ble Supreme Court
judgement and in consultation with all stakeholders, Temporary Suspension
of Telecom Services (Public Emergency and Public Safety) Rules, 2017 has
been amended vide Gazette Notification dated 10.11.2020. It is envisaged that
any suspension order issued under these Rules shall not be in operation for
more than fifteen days, all such orders be published to enable the affected
persons to challenge it before the High Court or appropriate forum and the
order must adhere to the principle of proportionality. The Department have
informed that they have consulted the Ministry of Law and Justice and
Ministry of Home Affairs before issuing the said amendments. However, no
mechanism has been laid down yet for regular consultation with other
stakeholders including civil societies and public. The Department have also
informed the Committee that suggestions have been received from various
non-Governmental organisations. Some of these suggestions include public
consultation of Suspension Rules, issuing of advisory to all State
Governments on the legal standards and limitations articulated by the

Supreme Court, to develop a centralized record keeping of all internet
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shutdowns, and periodic economic impact assessment to compute losses
from internet suspensions.

The Committee feel that there is definitely a need for wider consultation
with various stakeholders including non-Governmental Organisations working
in the field of internet freedom, Telecom Service Providers, commercial
bodies, public organisations, etc. The Committee are disappointed to note
that the Department have consulted only Ministry of Law and Justice and
Ministry of Home Affairs before coming out with the amendment to
Suspension Rules, 2017. Keeping in view the wider ramification of internet
shutdown, the Department/MHA should have done wider consultations before
finalizing the Suspension Rules. The Committee strongly sense that without
involving all stakeholders and affected parties in the consultation process, the
Department will not be able to get the larger picture on the issue and hence
will not be able to formulate a holistic policy in this regard. The Committee,
therefore, recommend the Department to lay down a mechanism through
which regular consultation can be held with multiple stakeholders viz. TSPs,
elected representatives, peoples organizations, commercial/industry bodies,
civil society, etc. so as to formulate a holistic policy relating to internet
shutdown. The policy inter-alia should address the concerns of these
stakeholders as it is they who are directly affected by telecom/internet
shutdowns. The Committee would like to be apprised of the action taken in

the above direction and also the steps taken by the Department to incorporate
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the suggestions received from various stakeholders into the existing

Rules/guidelines.

Access to Internet and Constitutional position

12. The Committee note that the Hon’ble Supreme Court vide its order dated
10 January, 2020 had declared that freedom of speech and expression under
Article 19(1)(a), and the right to carry on trade or business under Article 19 (1)
(g), using the internet is constitutionally protected. The Committee further
note that information regarding the status accorded by international bodies
like UN and other democratic countries with regard to the right of the citizens
to access internet is not available with the Department. Supreme Court in its
judgement dated 10 January, 2020 had directed that any order suspending
internet under the Suspension Rules is subject to judicial review based on
parameters set out therein, which implies that the affected person can
approach the Court against such orders. Elaborating on the importance of
internet, the Department have informed the Committee that the internet
connectivity is of importance due to policy initiative of the Government to
promote mobile banking, digital payments, financial inclusions, etc. The
Government have embarked upon a programme to take services to citizens
through mobiles and internet apart from providing a cashless economy. In the
absence of telecom connectivity, banking transactions using credit/debit
card/UPI and internet banking get affected.

From the above observations, the Committee note that today internet
has become extremely important in day to day activities of the common man.
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Though Hon’ble Supreme Court has not declared the citizens right to access
to internet as fundamental right, it has categorically stated that the right to
freedom of speech and expression under Article 19 (1) (a) and the right to
carry on any trade or business under Article 19 (1) (g), using the internet, is
constitutionally protected. The importance of the internet can hardly be
overemphasized; more so in the backdrop of the Supreme Court judgement
that any internet shutdown is subjected to judicial review and all orders of
internet shutdown can be challenged by the aggrieved citizens in the court of
law. The Committee are of the view that there is a need to maintain a delicate
balance between the citizens’ right to access internet to exercise their rights
and the duty of the State to deal with Public Emergency and Public Safety. The
Committee recommend that while making efforts to maintain Public
Emergency and Public Safety, the Department/MHA need to ensure that rights
of the citizens to freedom of speech and expression under Article 19 (1) (a),
and the right to carry on any trade or business under Article 19 (1) (g), using
the medium of internet are not violated on grounds of Public Emergency and
Public Safety. The Department should make sincere efforts to sensitize the
State/UT Governments of this new interpretation of bringing the medium of
internet into the ambit of Article 19 (1) (g). Considering the fact that more and
more people are using internet for their livelihood, it is important that
appropriate legal framework needs to be put in place so that individual's right

to access internet is protected.
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Principle of Proportionality and Procedure for Lifting of Internet Shutdown

13. Hon’ble Supreme Court had ordered that any order suspending internet
issued under the Suspension Rules must adhere to the principle of
proportionality and must not extend beyond necessary duration. In this
background, the Committee desired to know from DoT/MHA as to how they are
deciding on the principle of proportionality and whether any parameters have
been laid down in this regard. The Committee also asked about the laid down
procedure for lifting of internet shutdown. Whereas the Department have
informed that parameters can be obtained from the competent authority who
is imposing telecom shutdowns, MHA have informed that directions for the
suspension of telecom/internet services are issued due to Public Emergency
or Public Safety as per the Temporary Suspension of Telecom Services
(Amendment) Rules, 2020 for the specified period only as mentioned in the
particular order and services are automatically restored by the service
providers after the expiry of the suspension period.

The Committee feel that the replies furnished by DoT and MHA on the
principle of proportionality and procedure for lifting the shutdown are vague
and lack clarity. The Committee note that internet shutdowns are ordered by
the State Governments mainly for the purpose of maintaining Public Order and
Public Safety and no proper procedure has been laid down for lifting of
internet shutdown. The Committee are of the view that one of the best
mechanisms to deal with any law and order situation is the ability of the law

enforcement agency to quickly respond to the crisis. Internet shutdown
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cannot be a substitute for enforcing law and order. Recourse to internet
shutdown should ideally be avoided and be taken sparingly only when it is
absolutely necessary and expedient and that too only for a limited period of
time which need to be clearly defined. The Committee are of the view that the
current provision that any internet suspension order can be extended by
subsequent order leaves enough scope for State/UT Governments to misuse
the Suspension Rules. The Committee, therefore, recommend the
Department in co-ordination with Ministry of Home Affairs should lay down a
clear cut principle of proportionality and procedure for lifting of shutdown so
that these are not extended indefinitely even when the situation comes under

control affecting the life and liberty of people.

Selective Banning of Services

14. Keeping in view the fact that complete shutdown of telecom
servicesl/internet affects the people in many ways, the Committee desired to
know if it was technically possible to shutdown only those services in areas
likely to be used by terrorist/anti-social elements rather than shutting down
internet as a whole. The Department have informed that services hosted on
cloud are difficult to ban selectively since they operate from multiple locations
in multiple countries and continuously shift from one service to the other.
However, websites operating through fixed URLs can be banned. The
Department have also informed the Committee that Facebook, WhatsApp,
Telegram etc. are basically categorised as over the top telecom services, OTT

services in short. These OTT services are riding over the existing telecom
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service provider’s network. The Committee note that recently, Department of
Telecom have received a recommendation from TRAI on the OTT services and
one of the major recommendations of the TRAI is that currently these OTT
services are not required to be regulated. DoT are examining the
recommendation and will take an appropriate decision on the
recommendations. DoT would be in a position to provide answer to the
Committee once the decision is taken whether they would be able to block the
OTT services selectively or not.

The Committee feel that it will be of great relief if the Department can
explore the option of banning of selective services, such as Facebook,
WhatsApp, Telegram, etc. instead of banning the internet as a whole. This will
allow financial services, health, education and various other services to
continue to operate for business as usual thereby minimizing inconvenience
and suffering to the general public and also help in controlling spreading of
misinformation during unrest. Adoption of such less restrictive mechanisms
will be a welcome initiative. The Committee strongly recommend that the
Department urgently examine the recommendation of TRAI and come out with
a policy which will enable the selective banning of OTT services with suitable
technological intervention, such as Facebook, WhatsApp, Telegram services
during period of unrest/crisis that are liable to be used by the terrorists or anti-
national element/forces to ferment trouble in the specified regions. The
Committee look forward to positive development in this regard. Till such time

every effort should be made to ensure that uninterrupted services are
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provided through the State broadband network which can be monitored easily

for possible misuse.

New Delhi; DR. SHASHI THAROOR,
29 November, 2021 Chairperson,

8 Agrahayana, 1943 (Saka) Standing Committee on Communications and
Information Technology.
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Appendix-I

STANDING COMMITTEE ON INFORMATION TECHNOLOGY
(2019-20)

MINUTES OF THE TWENTY-FIRST SITTING OF THE COMMITTEE

The Committee sat on Tuesday, the 11 August, 2020 from 1100 hours to
1345 hours in Main Committee Room, Parliament House Annexe, New Delhi.
PRESENT

Dr. Shashi Tharoor - Chairperson

MEMBERS
Lok Sabha

2. Smt. Locket Chatterjee
3. Dr. Nishikant Dubey
4, Smt. Raksha Nikhil Khadse
5. Ms. Mahua Moitra
6. Shri Santosh Pandey
7. Col. Rajyavardhan Singh Rathore
8. Shri L.S. Tejasvi Surya

Rajya Sabha
9. Dr. Anil Agrawal
10. Shri Syed Nasir Hussain
11.  Shri Shaktisinh Gohil

Secretariat
1. Shri Y. M. Kandpal - Director
2. Dr. Sagarika Dash - Additional Director
Shri Shangreiso Zimik - Deputy Secretary
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List of Withesses
Department of Telecommunications

Suspension of Telecom Services/Internet and its impact

SIl. No. Name Designation
1. Anshu Prakash Secretary
2. K. Ramchand Advisor (equivalent to Additional Secretary)
3. Tushar Kanti Paul Director General Telecom
4, S. B. Singh DDG
5. P. K. Singh DDG
2. At the outset, the Chairperson welcomed the Members to the sitting of the

Committee convened for briefing by the representatives of the Department of
Telecommunications on the subjects ‘Suspension of Telecom Services/Internet

and its impact’ and.....XXXXX.....XXXXX.....

(The representatives of the Department of Telecommunications were then called

in)

3. The Chairperson welcomed the representatives of the DoT to the sitting
of the Committee. The Committee decided to take up the subject ‘Suspension of
Telecom Services/Internet and its impact’ first. Accordingly, the representatives
of the Department made a power-point presentation on the subject which
included issues, such as Regulatory Framework for suspension of telecom
services, Temporary Suspension of Telecom Services (Public Emergency & Public
Safety, Rules, 2017, Judgment of Hon’ble Supreme Court with regard to non-
permissible indefinite shut down of internet, principle of proportionality and non-

extension of order beyond necessary duration, etc.

4, Thereafter, Members raised queries on issues, such as reasons for
suspension of telecom services, mechanism to review the number of suspension
issued by States, time limit for extension of shut down by the States, measures

to protect citizens’ rights and freedom, etc. The Committee also deliberated on
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timeline for review of Suspension Rules based on Supreme Court orders,
stakeholders consulted by the Department, status of Section 144 of Cr.P.C.,
power of the Review Committee and the number of orders countermanded by
them, non-inclusion of non-executive Members in the composition of the Review

Committee, etc.

5. The Committee were informed that Police and Public order are State
subjects and States are responsible for prevention, detention and investigation
of crimes through their law enforcement machinery. The concerned State
Governments are empowered to issue orders for temporary suspension of
telecom services. The representative of the Department also informed the
Committee that the nodal Ministry for law and order and for police and issues
relating to such suspension is the Ministry of Home Affairs. The Committee
decided to hear the views of the representatives of some of the State

Governments/U.T. Administrations.

6. ... XXXXX..oo . XXXXX.....
7. ... XXXXX.or s  XXXXX. ...
8. The Chairperson, then, thanked the representatives of the Department of

Telecommunications for deposing before the Committee.

9. ... XXXXX.vn s XXXXX. o
10. ... XXXXX ..o  XXXX X0
1. ... XXXXX. .0 e XXXXX....

The witnesses then withdrew
Verbatim proceedings of the sitting have been kept on record.

The Committee, then, adjourned.

xxxxxMatters not related to the Report.
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Appendix-Il

MINUTES OF THE THIRD SITTING OF THE STANDING COMMITTEE ON
INFORMATION TECHNOLOGY (2020-21) HELD ON 16" OCTOBER, 2020

The Committee sat on Friday, the 16%" October, 2020 from 1100 hours to 1300

hours in Committee Room ‘B’, Parliament House Annexe, New Delhi.
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PRESENT

Dr. Shashi Tharoor — Chairperson
MEMBERS
Lok Sabha

Shri Karti P. Chidambaram

Shri Santosh Pandey

Sanjay Seth

Shri L.S. Tejasvi Surya

Shri Bhanu Pratap Singh Verma

Rajya Sabha
Dr. Anil Agrawal
Shri Y.S. Chowdary
Shri Syed Zafar Islam
Shri Nabam Rebia
SECRETARIAT
Shri Y.M. Kandpal - Joint Secretary
Dr. Sagarika Dash - Additional Director
Smt. Geeta Parmar - Additional Director
Shri Shangreiso Zimik - Deputy Secretary
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List of Withesses

Department of Telecommunications (DoT)

SI. No. Names Designation
1. Shri Anshu Prakash Secretary
2. Shri K. Ramchand Advisor
3. Shri S.B. Singh Dy. Director General
4. Shri P.K. Singh Dy. Director General

Ministry of Home Affairs (MHA)

1. Shri Govind Mohan Additional Secretary (UT)
2. Shri Ashutosh Agnihotri Joint Secretary (CIS)
3. Shri Shailendra Vikram Singh Deputy Secretary (CIS)
State Government of Bihar
1. Shri Amir Subhani Additional Chief Secretary,
Home Department, Bihar
Government of NCT of Delhi
1. Shri Ajay Kumar Gupta Special Secretary (Home)
2. Shri P.S. Kushwaha DCP Special Cell, Delhi Police
2. At the outset, the Chairperson welcomed the Members to the sitting of the

Committee convened.....xxxX....xxxX.....to hear the views of the representatives of
Department of Telecommunications, Ministry of Home Affairs, State Governments of
Bihar and UT of NCT of Delhi on the subject ‘Suspension of Telecom

Services/Internet and its impact’.

3. ... XXXX.oo o XXXX...
4. ... XXXX....XXXX.....
..... XXXX....XXXX.....
(The representatives of DoT, MHA, State Government of Bihar and
Government of NCT of Delhi were then called in)
6. The Chairperson welcomed the representatives of the Department of

Telecommunications, Ministry of Home Affairs, State Government of Bihar and
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Government of NCT of Delhi to the sitting of the Committee. Thereafter, the
Committee discussed policy issues and practices regarding suspension of telecom
and internet services, Supreme Court direction on orders issued under Section 144
CrPC for suspension of telecom services, Supreme Court observation that the
existing Suspension Rules neither provide for a periodic review nor for a time
limitation for an order issued under the Suspension Rules and its direction that until
that gap is filled, the review Committee should conduct periodic reviews. Issues
such as the reasonableness and proportionality of internet shutdowns, balancing
the inconvenience to the public, lack of access to the governance and so on versus

law and order were discussed in detail.

7. Members also raised pertinent issues such as powers of State Governments
to issue orders for temporary suspension of telecom services, grounds on which
internet shut downs are/can be ordered, subjectivity involved in decision making
regarding imposition of internet shutdowns, misuse of internet shutdown for trivial
purposes like prevention of cheating in exams or defusing local crimes which do not
qualify under public emergency and public safety, tendency of State Governments
to order frequent suspension of internet access amounting to intrusion in basic
rights of the citizens etc. to which the representatives of the Ministries/State
Governments responded. The representatives of State Governments shared their

experiences with internet shutdowns in their respective States.

8. The Committee, then, deliberated on issues such as constitution of review
committees by the States and Union Territories and their composition, powers of
review committees to revoke the suspension orders, any other inbuilt safeguards
being contemplated to prevent misuse of the Suspension Provisions, internet
shutdown rules in other democratic countries and international practices in this
regard, lack of any study or empirical data to gauge the effectiveness of internet
shutdowns in India etc. While being surprised to find that no record whatsoever of
telecom and internet shutdowns is maintained either by DoT or the MHA, the
Committee desired that a nodal Ministry should maintain a record of all internet

shutdowns in the country. The Committee also observed that India has not only
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obtained the dubious distinction of being number one in the world in internet
shutdowns but has more internet shutdowns every year than the rest of the world

combined.

9. The Committee further desired to know the end-objective in ordering the
internet shutdown and whether those objectives are actually fulfilled, the
effectiveness of internet shutdown as a tool for maintaining law and order and
whether any study can be conducted to gauge the effectiveness of internet
shutdowns in India etc. The representatives of the Ministries/State Governments
responded to the queries raised by the Members. The Chairperson directed that
written replies to points on which information was not readily available may be

furnished to the Committee.

10. The Chairperson, then, thanked the representatives of the Department of
Telecommunications, Ministry of Home Affairs, State Government of Bihar and UT of

NCT of Delhi for deposing before the Committee.

The witnesses then withdrew
Verbatim proceedings of the sitting have been kept on record.

The Committee, then, adjourned.

xxxxxMatters not related to the Report.
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Appendix-lll

MINUTES OF THE SEVENTH SITTING OF THE STANDING COMMITTEE ON
INFORMATION TECHNOLOGY (2020-21) HELD ON 25™ NOVEMBER 2020

The Committee sat on Wednesday, the 25t November, 2020 from 1600 hours

to 1812 hours in Committee Room ‘B’, Parliament House Annexe, New Delhi.
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PRESENT

Dr. Shashi Tharoor — Chairperson
MEMBERS
Lok Sabha

Shri Karti P. Chidambaram

Dr. Nishikant Dubey

Ms. Mahua Moitra

Col. Rajyavardhan Singh Rathore
Shri Jayadev Galla

Shri Sanjay Seth

Shri Bhanu Pratap Singh Verma

Rajya Sabha

Dr. Anil Agrawal
Shri Md. Nadimul Haque
Shri Syed Nasir Hussain

SECRETARIAT
Dr. Sagarika Dash - Additional Director
Smt. Geeta Parmar - Additional Director
Shri Shangreiso Zimik - Deputy Secretary
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List of Witnesses

Department of Telecommunications (DoT)

Sl. No. Names Designation
1. Shri K. Ramchand Member (T)
2. Shri Ranjan Ghosh DDG (AS-I)
3. Shri P.K. Singh DDG (SA)
4. Shri Robin Adaval Director (AS-Il)

Ministry of Home Affairs

1. Shri Govind Mohan Additional Secretary (UT)
2. Shri Ashutosh Agnihotri Joint Secretary
2. At the outset, the Chairperson welcomed the Members to the sitting of the

Committee convened.....XXXXX.....XXXXX.....to take final evidence of the
representatives of Department of Telecommunications and Ministry of Home

Affairs on the subject ‘Suspension of Telecom Services/Internet and its

impact’.
3. ... XXXXX.... . XXXXX.....
4, ... XXXXX...o . XXXXX.....
5. Thereafter, the Chairperson directed that the representatives of the Ministry

of Communications (Department of Telecommunications) and Ministry of Home
Affairs may be called in for a conclusive evidence on the subject ‘Suspension of
telecom services/internet and its impact. As some Members raised objection to
discussing the subject due to its sensitive nature, he assured the Members that the
Committee were not dealing with any issues relating, in any way, to the direct
problems and sensitivities of nation’s national security apparatus and not going into
questions that need to cause any concern. He also informed the Members that
Secretaries of DoT and MHA have sought exemption from attending the sitting as

they had to attend meeting chaired by Hon’ble Prime Minister. He informed the
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Members that he had an interaction over phone with Home Secretary on two
questions that remain pending i.e. compliance with the Supreme Court directive on
review of internet shutdown in the UT of Jammu and Kashmir and maintenance of
records on the number of internet shutdown by all the States. Home Secretary had
agreed that the questions did not involve national security and hence decided to

send Additional Secretary for the sitting.

6. Before the witnesses could be called, the same Members again raised
objection on the ground that under Rule 331E of the Rules of Procedure and
Conduct of Business, the subject cannot be taken up by the Committee since it
relates to day-to- day activity of the Ministry. They drew attention of the chair to
Rule 270 which provides that if any question arises whether the evidence of a
person or the production of a document is relevant for the purposes of the
Committee, the question shall be referred to the Hon’ble Speaker whose decision
shall be final. Hon’ble Chairperson informed the Members that the subject is a
continuing subject from previous term of the Committee and the present
Committee have re-selected the subject by consensus at their first sitting and

subsequently the subject has also been bulletinized on 8" October, 2020.

7. The dissenting Members, thereafter, invited attention of Chairperson to Rule
261 which states that all queries in any sitting of a Committee shall be determined
by a majority of votes of Members present in voting. They demanded that the
questions whether the Committee can examine the subject should be put to vote
under Rule 261 of Rules and Procedure and Conduct of Business in Lok Sabha.
They also pointed out that the subject is sub-juice and any matter that is being

discussed in the Court should not be taken up.

8. Chairperson informed the dissenting Members that the Committee are not
contradicting the judiciary in any way, nor are the Committee arriving at a decision
which could be at variance with the decision taken by the judiciary. The Committee
are simply seeking information which is very much the prerogative of the

Committee. Two sittings of the Committee have already been held on the subject
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and the sitting has been convened for a final deliberation on the subject. In one of
the sittings, after getting the approval of Hon’ble Speaker under Director 60 (1),
the Committee have heard the views of the representatives of the State of Bihar
and U.T. of NCT of Delhi alongwith the representatives of the Department of
Telecommunications and Ministry of Home Affairs. In the above sitting, the
Department of Telecommunications & Ministry of Home Affairs had assured to come
back on many queries that remained unresolved on that day. As Members
continued to demand a voting, Chairperson invoked Direction 54 of ‘Directions by

the Speaker Lok Sabha’ which states as under:

“If a member desires to reopen a question on which a Committee has
already taken a decision the member shall, in the first instance, obtain
the permission of the Chairperson to do so.”

He informed the House that some Members are trying to reopen a question
i.e. not to discuss the subject and in the instant case Committee have already
decided to examine the subject and he is not allowing them to reopen the question
under Direction 54. Thereafter, he directed that the witness be called in.

(The witnhesses were, then, called in)

9. The Chairperson welcomed the representatives of the DoT and MHA to the
sitting of the Committee and informed them that the sitting has been convened
mainly to hear answers on some of the issues that remained unanswered during the
previous sitting of the Committee on the subject. He also made it clear that the
Committee’s interest is to understand issues at policy level and the question of
principle of accountability to the Parliament and not to encroach upon matters of

national security or day-to-day activities of the Ministries/Department.

10. Members then raised queries on issues, such as status of internet shutdown
in the UT of Jammu and Kashmir post Gazette Notification of 10" November, 2020
on Suspension Rules, study conducted to assess the effectiveness of internet
shutdowns, telecom or internet shutdown rules as prevailing in other countries,
possibility of selective blocking of services, co-relation between internet shutdown

and law and order, information regarding number of internet shut down by States,
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definition of Public Emergency and Public Safety, safeguards measures, etc. The
representatives of MHA and DoT responded to the queries raised by the Members.
Chairperson directed that written replies to points on which information was not

readily available may be furnished to the Committee.

11. The Chairperson, then, thanked the representatives of the Department of
Telecommunications and Ministry of Home Affairs for deposing before the

Committee.

The witnesses then withdrew

Verbatim proceedings of the sitting have been kept on record.
The Committee, then, adjourned.
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Appendix IV

STANDING COMMITTEE ON INFORMATION TECHNOLOGY
(2021-22)

MINUTES OF THE SECOND SITTING OF THE COMMITTEE

The Committee sat on Tuesday, 16 November, 2021 from 1600 hours to 1820
hours in Committee Room ‘D’, Parliament House Annexe, New Delhi.
PRESENT

Dr. Shashi Tharoor- Chairperson

MEMBERS
Lok Sabha

2. Smt. Sunita Duggal
3. Ms. Mahua Moitra
4. Shri P. R. Natarajan
5. Shri Santosh Pandey
6. Shri Jayadev Galla
7. Smt. Sumalatha Ambareesh

Rajya Sabha

8. Dr. Anil Agrawal
9. Shri John Brittas
10. Shri Jawhar Sircar

Secretariat

1. Shri Y. M. Kandpal - Joint Secretary
2. Dr. Sagarika Dash - Additional Director
3. Shri Shangreiso Zimik - Deputy Secretary
2. At the outset, the Chairperson welcomed the Members to the sitting of the

Committee convened to consider and adopt Draft Report on the subject ‘Suspension of
Telecom Services/Internet and its impact’ relating to the Ministry of Communications

(Department of Telecommunications) and ~ XxXxXxX..... ..... XXXXX v en v XXXXX
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3. Thereafter, the Committee took up the following draft Reports for consideration

and adoption. The Chairperson, then, gave a broad overview of the important

Observations/Recommendations contained in the Reports.

(i) ‘Suspension of Telecom Services/Internet and its impact’ relating to the Ministry
of Communications (Department of Telecommunications); and

(i) XXXXXK - eaee e XXXXX e ee e XXXXX

4, After due deliberations, the Committee adopted the Reports with slight

modifications.

5. The Committee, then, authorized the Chairperson to present the above Reports

to the House during the next Session of Parliament.

(fee e XXXXXK e e XXXXX - eeen e XXXXX e aee e XXXXX.....)
6. ... XXXXX v ene XXXXX. . eve e XXXXX. oo e XXXXX.eve e XXXXX. e e XXXXX.....*
7. ... XXXXX e e XXXXX. e e XXXXX. e e XXXXX. oo e XXXXX. oo e XXXXX.....
8. ... XXXXX e e XXXXX. e e XXXXX. e e XXXXX. e e XXXXX. oo e XXXXX.....
9. ... XXXXX. e e XXXXX. . eve e XXXXX. oo e XXXXX. . eve e XXXXX. e e XXXXX.....
10. ... XXXXX. e e XXXXX. . eve e XXXXX. oo v XXXXX. . eve e XXXXX. e e XXXXX.....
..... XXXXX e ee e e XXXKK e e e XXX K e XXX X

Verbatim Proceedings of the sitting have been kept on record.

The Committee, then, adjourned.

*kkkk

*Matters not related to the Report.
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